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Centralized Architecture
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Peer-to-peer Architecture
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Peer-to-peer Architecture

Issues:

Slow

Data is not always available

Not easy to use

Not suited to mobile battery-powered devices

Privacy is hard
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Federated Architecture
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Federated Architecture

Issues:

Privacy
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Federated Architecture with End-to-end Encryption
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Federated Architecture with End-to-end Encryption

Issues:

Privacy

Not resilient to server downtime

Must trust the servers
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Resilient Server-Assisted Architecture
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Resilient Server-Assisted Architecture

How to do this:

Decentralized identities with public key cryptography

Decentralized content with CRDTs

Safety with cooperative verification by users
A. Feldman et al., Social Networking with Frientegrity: Privacy and Integrity

with an Untrusted Provider, USENIX Security 2012

Efficiency with suitable Merkle data structures
A. Auvolat, F. Täıani, Merkle Search Trees: Efficient State-Based CRDTs in

Open Networks, SRDS 2019

11 / 11 Alex Auvolat WIDE Team Meeting – July 3, 2019


