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Personal data...
... at the crossroads of Business and Privacy

From the business perspective...
Personalized services (e.g., personalized searches, pay-as-you-xxx),
... and needed optimizations (e.g., energy consumption, network ...),
Various features improving business
... like targeted ads, improved CRM, increased time spend in social medias and games, etc.
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Acxiom provides of up 3,000 attributes and scores
on 700 million people in the US, Eurcpe, and other regions.

Source: crackedlabs.org
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Personal data...
... at the crossroads of Business and Privacy

FORTNITE

Push to Talk Options
Missing Solution

to societal concerns...

Silent over-collection of personal data . AR
Eg: corp. (Alexa, Fortnite),gov. (Health Data Hub) .3
Recurrent/massive leaks & attacks

L g

Eg: Yahoo, Equifax, Cambridge Analytica... ©banksy

Anonymised datasets often not anonymous
Eg.: 15 fields is enough [RHM19]

THE WALL STREET JOURNAL.

Uses corTSIdere.d que.stlonable New York Insurers Can Evaluate Your Social Media
Eg: Social medias (Visa, Insurance) Use—If They Can Prove Why It’s Needed

Personal reports (Pipl, Intelius...),

e FILL IN THE BLANKS
pipl 7 0x

Discriminatory uses of personal data CUSTOMER LIST

o This ad is
Eq: criterias in targeted ads, for white

e-justice, recruiting process people only:*
23andMe vs. GINA, ...
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Personal data...
... at the crossroads of Business and Privacy

... more advocacy of privacy issues & more acceptance by economic actors
Legislation 2 CALIFORNIA €he New ork Eimes
GDPR, Facial recognition forbidden in SF, § S | San Francisco Bans Facial
California Consumer Privacy Act (CCPA), E9 -
With fines applied 2t
More acceptance
Symptoms of a crisis of consciousness (e.g., Time well spent)
From “privacy is no longer the social norms”
... to “private is the future”
Privacy-based marketing campaigns

Recognition Technology

N e New York Kg
Pop-up Cafés (?) ﬂ

Chicago Toronto

Los Angeles ||
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Current trend: give their personal data (agency) back to individuals

Act I: the right to Data portability Act ll: Personal Data Mgt Systems (PDMS)

... the right to retrieve its own data ... the tool to manage its own data
Blue Button
9 Download PDMS @
j My Data . ) cozy.io
Green Button . o
9 Connect ‘ digi.me
_ My Data :
Personal Big data
data & Al DATAB@IX
~#eINFOS DATAB@X
B3I [ SABOU |

inru pt.@Tim Berners-Lee
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Is this enough to change the situation? ...

Individual’s agency

Let individuals freely decide
about the new usages of their
data all along their life cycle

Rather than: services
in exchange of personal data

Secured decentralized architectures

Offer individuals the ability to
securely control the raw data
produced on their side

Rather than: centralizing
everything in a few hands
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Is this enough to change the situation? ...

Individual’s agency

Let individuals freely decide
about the new usages of their
data all along their life cycle

Rather than: services
in exchange of personal data

Major steps of personal data life-cycle
) escape today individual’s control

Architectural considerations of a the
PDMS platform are paramount

Secured decentralized architectures

Offer individuals the ability to
securely control the raw data

produced on their side

Rather than: centralizing
everything in a few hands

Layman citizen
.... as security expert?

,l: Emergence of Trusted Execut® Envt
(high-end servers & edges)

The primary topic of this tutorial!
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Tutorial Outline

PART Il. Personal Data Management Systems (PDMS)

Review of functionalities & addressed privacy threats
Individual’s PDMS vs (corporate) DBMS and main properties to achieve

PART Il. TEE-based Data Management

The promises of Trusted Execution Environments (TEEs)
A review of privacy-preserving data management using TEEs

PART Ill. Bridging the Gap between PDMS and TEEs

How could the main properties be achieved?
A quick view of remaining challenges
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