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Infrastructure as a Service (IaaS) clouds use virtualisation to allow tenants to
outsource their information systems in the provider’s cloud. Key characteristics of
IaaS clouds include scalability, multi-tenancy and resource sharing.

One of the risks of moving to a public cloud is losing full control of the infor-
mation system infrastructure. The provider will be in charge of monitoring the
physical infrastructure and providing the required service to clients. This pushes
clients to have trust on providers. Providers give assurance on some aspects of the
service but, as of today, security monitoring is not one of them. In our work, we
aim to allow providers to provide customers with guarantees on security monitoring
of their outsourced information system.

We focus our work on security monitoring in clouds. Security Monitoring is
the collection, analysis, and escalation of indications and warnings to detect and
respond to intrusions. By monitoring a system it is possible to detect suspicious
behaviors and take action before severe damage.

A security monitoring framework is based on probes in the information system,
like Intrusion Detection Systems (IDS). Probes generate security logs that are pro-
cessed by several tiers until they reach the security operator [1]. The intermediate
tiers are composed of log collectors and aggregators, which configurations, num-
bers, and locations in the network must be carefully chosen to achieve required
properties like timeliness and reliability [2].

In an IaaS cloud, the security monitoring frameworks of the tenants are partly
implemented by the provider outside of the virtualized information systems, so that
components like IDSes and log collectors may be less vulnerable to attacks and
can be shared between tenants. Thus the provider has to automatically configure
security monitoring components for the tenants.

A Service Level Agreement (SLA) is a contract between clients and service
providers. SLAs describe the provided service, the rights and obligations of both
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parties and state penalties for when the specified terms are not respected. Hence,
SLAs help providers to build more trust.

To include security monitoring terms into an IaaS cloud SLA, the following tasks
are required:

(1) a way for providers/clients to specify their security monitoring parame-
ters/requirements,

(2) mechanisms to enforce these requirements in a cloud infrastructure,
(3) a verification method to check if the requirements are respected at any

given time.

The purpose of this internship is to study IaaS cloud SLA security monitoring
terms related to the intermediate tiers of security log management. This should
extend the work in progress about security monitoring terms related to a network
IDS [3]. The student’s objectives are:

(1) to find relevant metrics to describe the compliance to SLAs of a setup of
the log collection and aggregation tiers in the provider part of the security
monitoring frameworks;

(2) to design methods for a tenant to verify online that the provider has setup
the collection and aggregation tiers correctly according to the SLA terms;

(3) to implement and evaluate a selection of the verification methods designed.
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