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Context
With the advent of the big data era, great progress has been made in automatic speech recognition
over the last decade [8, 7]. This is due to the maturity of machine learning techniques (e.g.,
advanced forms of deep learning such as very deep convolutional neural networks [2] or attentionbased encoder-decoder architectures [3]) but also to the availability of very large datasets and the
increase in computational power. Speech recognition is now embedded in many applications running
on various devices (computers, smartphones, smart home systems, GPS. . . ) in the form of virtual
assistants proposed by a few big players.1 The users of such applications implicitly participate in
the data collection process as their speech signals are recorded, sent and stored on central servers
(huge clusters of computers owned by the above leaders of the digital economy) where they are
used to train and update deep neural network models.
This centralization induces serious privacy concerns: speech data always contains private/sensitive
information in the user’s voice and sometimes in the spoken message itself. In the event of a
security breach, this could be malevolently used by attackers to gather information about the user’s
lifestyle and health status, or to build a synthesized voice that impersonates him/her. So far, the
design of privacy-preserving systems has not been much investigated in speech processing [6] and
the proposed techniques are not applicable to deep learning.

Objectives
The goal of this PhD is to propose methods for privacy-preserving speech recognition: the device
of each user does not share its raw speech data and runs some private computations locally, while
some cross-user computations may be done by communicating through a server (without exposing
sensitive information). More specifically, we will rely on representation learning to separate the
features of the user data that can expose private information from generic ones useful for the task
1 For

instance: Apple’s Siri, Google Now, Microsoft’s Cortana, and Amazon’s Alexa.
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of interest. Several directions will be explored, among which adversarial deep learning methods
such as adversarial autoencoders [5] as well as connections to multi-task learning [1] and to the
emerging field of fairness in machine learning [9]. We will establish formal privacy guarantees
such as differential privacy [4], and the proposed methods will be evaluated on standard speech
recognition benchmark datasets such as Librispeech.2
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