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release 
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Future Value of Data 
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time 

value 

release Data decay 
+ 

Joining new data 
+ 

New analytics techniques 

Uncertain future value 
 

Unknown future risk 



The Problem 
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Organisation 1 

Cloud / data center 

Sensitive 
data 

Health; sensor; finance; 
government; location; etc. 

Organisation 2 

Cloud / data center 

Sensitive 
data 

How can we learn insights from data from multiple sources 
and protect its value? 

Insights 

Joint 
Analysis 

Health; sensor; finance; 
government; location; etc. 



Example Applications 
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Personal data management 

Cross-governance-boundary analytics  Data sharing for organizations 

Analytics across device data 
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Data Partitions 
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Vertical  
partition 

Horizontal 
partition 



Horizontally partitioned data 
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2 providers 

Data 
centre  

A 

Data 
centre  

B 

N=1 (individuals) 

Each database has the same type of information for different entities 

Di
ffe
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nt
	  e
n3

3e
s	  

Same	  features	   Same	  features	  



Vertically Partitioned Data 
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Each database has different types of information about common entities 

Data 
centre  

A 

Data 
centre  

B Same entity - different features 

Different	  features	  

Sa
m
e	  
en

33
es
	  



Analytics task 
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Learn 

Query Training data 

Model 

Modeling 
Task 

Analytics System 

Current data Model Prediction 

Deployment System 

Query 
Task 

Batch Learn:

Real-time deploy:
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Example: Credit Scoring 
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•  Predict the probability of default of a customer who is 
asking for credit 

Company	   Credit	  Agency	  

Compute	  

Model	  

Credit	  
decisions	  

Company	   Bank	  

Compute	  

Model	  

Credit	  
decisions	  

Compute	  

Confiden'ality	  
boundary	  

Current	  
	  

New	  
	  



The setting 
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Requirements from end users 
•  confidentiality of the data 
•  compliance with laws and 

regulation 
•  no embarrassment 
 
Security model 
•  Honest but curious 
•  Assumption that disclosing 

the model is safe 
 

Deployment 
•  On prem / in cloud 
•  Consistent with corporate security 

policies 



Solution (1): Homomorphic encryption 
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Partial 
Homomorphic 

Encryption 

Somewhat 
Homomorphic 

Encryption 

Fully 
Homomorphic 

Encryption 

Allows either addition or multiplication  
of encrypted numbers 

Limited multiplies and lots of adds 

Arbitrary numbers of multiplies and adds 

M
or

e 
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Paillier Encryption 
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c = gmrnmodn2Encryption of m: 

D E m1( ).E m2( )modn2( ) =m1 +m2 modn

D E m1( )m2 modn2( ) =m1m2 modn

Addition of encrypted numbers: 

Multiplication of encrypted number by a scalar: 

gm1 × gm2 = gm1+m2

gm1( )
m2
= gm1m2
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Paillier Implementations 
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•  Python – open source  
• www.github.com/n1analytics/python-paillier 

 
•  Java – open source 
• www.github.com/n1analytics/javallier 

 
• GPU – open source soon 



Solution (2): Graph Computation Engine 

Domains 

CE 

CE 

CE 

DF DF 

CE 

DF 

CE 

Coordinator 

Worker 
Workers 

Properties 

M 

M 

M 

M M 

Messages 

M JSON Message 
CE AKKA actors 
DF Data frames 
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Solution (3): Private Entity Resolution 

18  | 

Company	  A	   Company	  B	  

Probabilis'c	  Linkage	  

Confidential Computing |  Showcase 



Private Entity Resolution 
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Fuzzy	  	  
Matcher	  

Shared	  
Secret	  Salt	  Hasher	  

Personally	  
Iden?fiable	  
Informa?on	  

Anonymous	  
Hashes	  

Hasher	  

Personally	  
Iden?fiable	  
Informa?on	  

Anonymous	  
Hashes	  

Linkage	  
Table	  

N1	  

Org	  1	   Org	  2	  

Confidential Computing |  Stephen Hardy 



Private Entity Resolution 
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20 

Organisa?on	  B	  

Fuzzy	  	  
Matcher	  

Organisa?on	  A	  

N1	  Analy?cs	  

A's$PII$data
Name DOB Gender

John/Smith 12/01/82 M
Mark/Gorgon 1/12/90 M
Hanna/Smith 4/02/78 F

… … …
… … …

Juliet/Baker 2/11/72 F

B's$PII$data
Name DOB Gender

Mark.Gorgon 1/12/90 M
Juliet.Baker 2/11/72 F

Andrew.Roberts 4/02/93 M
… … …
… … …

Hanna.Smith 4/02/78 F

A's$Cryptographic$Hashes
Row Key

1 10110110...00101010
2 01110110...11010101
3 10011001...10100110
… …
… …

100000 01101011...00101101

B's$Cryptographic$Hashes
Row Key

1 01110110…11010101
2 01101011...00101101
3 01111000…00110011
… …
… …

100000 10011101...10100111

Shared	  
Secret	  Salt	  Hasher	   Hasher	  

Linkage(Table
Row$A Row$B

1 X
2 1
3 100000
… …
… …

100000 X

Similar in approach to MERLIN - Ranbaduge, Vatsalan, Christen (2015)  
Confidential Computing |  Stephen Hardy 



Example: Credit Scoring 
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•  Predict the probability of default of a customer who is 
asking for credit 

Company	   Credit	  Agency	  

Compute	  

Model	  

Credit	  
decisions	  

Company	   Bank	  

Compute	  

Model	  

Credit	  
decisions	  

Compute	  

Confiden'ality	  
boundary	  

Current	  
	  

New	  
	  



Data setup 
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ORG 2 ORG 1 
Y	  
	  
1	  
-‐1	  
1	  
-‐1	  
-‐1	  
-‐1	  
-‐1	  

X_A	  
	  

0.1	  -‐0.5	  	  2.3	  
0.3	  -‐0.7	  	  4.4	  
1.2	  	  0.1	  10.0	  
-‐0.1	  	  0.5	  	  6.7	  
-‐0.1	  	  0.3	  	  4.2	  
-‐0.2	  -‐0.5	  	  1.9	  
0.2	  	  0.8	  	  2.2	  

X_B	  
	  

1.1	  	  0.3	  -‐2.3	  
3.3	  -‐0.9	  -‐4.4	  
4.1	  	  0.3	  -‐6.2	  
4.3	  -‐0.4	  	  0.7	  
0.1	  	  0.5	  -‐3.2	  
-‐0.3	  -‐0.8	  -‐5.1	  
-‐0.4	  	  0.2	  -‐5.1	  

Pe
rs
on

al
	  In
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rm
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	  In
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a?
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Up to hundreds of features… millions of rows 



Logistic Regression 

23 

•  Logistic loss,  
 
 

•  and its gradient 
 
 
 
 

Only	  used	  for	  stopping	  
criterion	  

l θ( )∝ log 1+ exp −yiθ
T xi( )( )

i=1

N

∑

∂l θ( )
∂θ

∝
1

1+ exp −yiθ
T xi( )

−1
$

%
&
&

'

(
)
)yixi

i
∑

yi ∈ {−1,+1} xi,θ ∈ RM



Paillier Logistic Regression (v1) 

Org 2 

CE CE 

Coordinator 

Worker 

Secure  
Log 

Logistic 
Learner 

Secure  
Inverse 

M JSON Message 
CE AKKA actors 
DF Data frames 

Stochastic 
Gradient 
Descent 
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Private key holder 

Features & labels Features 

Org 1 

Coordinator 
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C:	  Coordinator,	  private	  key	  holder	  

A:	  Data	  provider	   B:	  Data	  provider	  

Protocol example: how to compute an inverse***? 

eθA
T xA!

"
#
$

!
"

#
$i

eθA
T xA!

"
#
$

!
"

#
$i

***	  This	  is	  protocol	  is	  broken	  in	  our	  sePng	  



26 

C:	  Coordinator,	  private	  key	  holder	  

A:	  Data	  provider	   B:	  Data	  provider	  

Protocol example: how to compute an inverse***? 

eθA
T xA!

"
#
$

!
"

#
$i

R 1+ eθB
T xB eθA

T xA!
"

#
$

!
"

#
$i( ) = R 1+ eθB

T xBeθA
T xA( )!

"
#
$

!
"%

#
$&i
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C:	  Coordinator,	  private	  key	  holder	  

A:	  Data	  provider	   B:	  Data	  provider	  

Protocol example: how to compute an inverse***? 

R 1+ eθB
T xB eθA

T xA!
"

#
$

!
"

#
$i( ) = R 1+ eθB

T xBeθA
T xA( )!

"
#
$

!
"%

#
$&i

R 1+ eθB
T xBeθA

T xA( )!
"

#
$

!
"%

#
$&i
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C:	  Coordinator,	  private	  key	  holder	  

A:	  Data	  provider	   B:	  Data	  provider	  

Protocol example: how to compute an inverse***? 

1
R 1+ eθB

T xBeθA
T xA( )

!

"

#
#

$

%

&
&

!

"

#
#
#

$

%

&
&
&
i

R 1+ eθB
T xBeθA

T xA( )!
"

#
$

!
"%

#
$&i

Decrypt	  
Invert	  
Encrypt	  
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C:	  Coordinator,	  private	  key	  holder	  

A:	  Data	  provider	   B:	  Data	  provider	  

Protocol example: how to compute an inverse***? 

1
R 1+ eθB

T xBeθA
T xA( )

!

"

#
#

$

%

&
&

!

"

#
#
#

$

%

&
&
&
i

R 1
R 1+ eθB

T xBeθA
T xA( )

!

"

#
#

$

%

&
&

!

"

#
#
#

$

%

&
&
&
i



Performance (v1) 
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•  Learning 
•  Learnt models have the same accuracy 

as unencrypted calculations 
•  “Private learning” is 500x slower due to 

encrypted computations. Learning 
times are several hours. 

•  Deployment 
•  A score can be generated in real time 

(<50ms) 
•  Customer data that contributes to the 

score remains private. 
��� ���� ������������� (����)

���

����

����
���

�������� ���� (�)

�������� �������� ����������
������� ���� ��� ����



Information Flow – Entity Resolution 
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ORG 2 N1	  
Install Data Request 

Make Linkage Keys 

Install Data Request 

Shared Secret 

Linkage Keys 
Fuzzy Matching 

Shared Secret 

Make Linkage Keys 

Linkage Keys 
Request Linkage 

Reordering Table 

Encrypted 
Unencrypted 

Process 

Org	  1	  and	  Org	  2	  can	  learn	  who	  their	  common	  customers	  are	  

Commercial-‐in-‐confidence	  

ORG 1 

In	  many	  jurisdic?ons,	  this	  is	  a	  data	  collec'on	  act	  that	  requires	  consent	  



Customer feedback 
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“We only want to learn the model” 

Customers in common 

Gradient information 

Absolute value of log loss 
These need something more  

This might be disclosive as well! 



Data Flow – Entity Resolution 
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ORG 2 N1	  
Install Data Request 

Make Linkage Keys 

Install Data Request 

Reorder dataset 

Shared Secret 

Linkage Keys 

Encrypted Mask 

Fuzzy Matching 

Shared Secret 

Make Linkage Keys 

Linkage Keys 
Request Linkage 

Reordering Table 

Reorder dataset 

Org 1 Features 

Masked Labels 

Org 2 Features 

Encrypted 
Unencrypted 

Process 

Mask labels 
Org	  1	  and	  Org	  2	  do	  not	  learn	  who	  their	  common	  customers	  are	  
N1	  has	  no	  iden?fying	  informa?on,	  only	  a	  mapping	  between	  keys	  

Commercial-‐in-‐confidence	  

ORG 1 



Logistic Regression (with mask) 
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•  Logistic loss,  
 
 

•  and its gradient 
 
 
 
 

Only	  used	  for	  stopping	  
criterion	  

l θ( )∝ mi log 1+ exp −yiθ
T xi( )( )

i=1

N

∑

= log 1+ exp −miyiθ
T xi( )( )

i=1

N

∑ +C

l θ( )∝ 1
1+ exp −miyiθ

T xi( )
−1

#

$
%
%

&

'
(
(miyixi

i
∑



Taylor approximation* 
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•  Logistic loss,  
 
 

•  and its gradient 
 
 
 
 
 
* similar to [Aono et al. 16]  
 
 

Only	  used	  for	  stopping	  
criterion	  



Logistic loss vs. its Taylor approximation 

36 

For	  a	  good	  approx:	  scale	  features	  into	  a	  
small	  interval	  and	  regularize	  !	  



Paillier Logistic Regression (v2) 

Org 2 

CE CE 

Coordinator 

Worker 

Logistic 
Learner 

M JSON Message 
CE AKKA actors 
DF Data frames 

Stochastic 
Gradient 
Descent 
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Private key holder 

Features & labels Features 

Org 1 

N1Analytics 



Protocol example: how to compute a square?  
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•  Now the most complex operation in the learning 
protocol 

•  … and we cannot do squares on encrypted numbers 
with Paillier ! 

 
 



Protocol example: how to compute a square? 
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C:	  Coordinator,	  private	  key	  holder	  

(En''es	  are	  matched	  via	  
permuta'on	  and	  mask	  here)	  

A:	  Data	  provider	   B:	  Data	  provider	  
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C:	  Coordinator,	  private	  key	  holder	  

A:	  Data	  provider	   B:	  Data	  provider	  

Protocol example: how to compute a square? 
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C:	  Coordinator,	  private	  key	  holder	  

A:	  Data	  provider	   B:	  Data	  provider	  

Protocol example: how to compute a square? 
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C:	  Coordinator,	  private	  key	  holder	  

A:	  Data	  provider	   B:	  Data	  provider	  

Protocol example: how to compute a square? 
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C:	  Coordinator,	  private	  key	  holder	  

A:	  Data	  provider	   B:	  Data	  provider	  

Protocol example: how to compute a square? 
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C:	  Coordinator,	  private	  key	  holder	  

A:	  Data	  provider	   B:	  Data	  provider	  

Decrypt:	  

Protocol example: how to compute a square? 
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C:	  Coordinator,	  private	  key	  holder	  

A:	  Data	  provider	   B:	  Data	  provider	  

Decrypt:	   C	  can	  take	  a	  gradient	  
step,	  with	  gradient	  in	  
the	  clear	  

Protocol example: how to compute a square? 



Deployment at each party -- 2 data providers & coordinator 
-- with docker images and kubernetes cluster. 

AWS instance, R4.4xlarge: 
•  16 vCPU  
•  60 GBs of RAM (DDR4) 
•  Up to 10 Gigabit network 

 
 
 

C:	  Coordinator	  

B	  
A	  

Deployment 

46 

Compute 

Data	  

Compute 

Data	  

Compute 

46 



Scalability of entity resolution 
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?me	  =	  	  	  	  	  	  	  	  	  	  	  
hashing	  +	  	  	  	  
matching	  +	  
permuta?on	  

~6h	  



Scalability of entity resolution 
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?me	  =	  	  	  	  	  	  	  	  	  	  	  
hashing	  +	  	  	  	  
matching	  +	  
permuta?on	  

20	  machines	  per	  node:	  	  	  
50min	  instead	  of	  6h	  



Scalability of learning 
 
 
 
 

49 

?me	  =	  1	  learning	  epoch	  +	  evalua?on	  



Scalability of learning 
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16	  machines	  per	  node:	  
down	  to	  200	  min	  	  

?me	  =	  1	  learning	  epoch	  +	  evalua?on	  



UI demo 

51 
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Use case: Suspicious transaction detection 

Data
N1 

Bank 1 Encrypted	  	  
Analy?cs	  	  

API	  

Data
N1 

Bank 2 Encrypted	  	  
Analy?cs	  	  

API	  

Data
N1 

Bank 3 Encrypted	  	  
Analy?cs	  	  

API	  

Co
m

pe
tit

or
s 

Current POC with AUSTRAC: building a predictive model for 
suspicious transactions to be distributed to banks for local execution 

Transac'onal	  and	  	  
personal	  informa'on	  

SMR data

N1 

AUSTRAC

Encrypted	  	  
Analy?cs	  	  

API	  

Suspicious	  ma3er	  reports	  

Model	  



53 | 

Use case: Insurance Fraud Detection 

Can scale to entire industry 

Data
N1 

Insurer 1 Encrypted	  	  
Analy?cs	  	  

API	  

Data
N1 

Insurer 2 Encrypted	  	  
Analy?cs	  	  

API	  

Data
N1 

Insurer 3 Encrypted	  	  
Analy?cs	  	  

API	  

Fraud detection

C
om

pe
tit

or
s Double claims 

Unusual policies 

Collusion 

Supplier fraud 

Save A$2B per year (Australia only), without disclosing  
personal information, policy data or claim data to anyone 

A safe mechanism for joining data together 



Future 
•  Lots of applications: 
•  Financial Services    (secure credit scoring, anyone?) 
•  Enterprise 
•  Personalised Medicine 
•  Supply Chain 
•  Mining 
•  Device analytics 

•  Open source release of platform 

54 



Customer feedback 
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“We only want to learn the model” 

Customers in common 

Gradient information 

Absolute value of log loss 

Looking for a better speed / memory tradeoff in SHE 



Acknowledgements 

56  | 

Engineering 
 
Dr. Max Ott 
Mr. Brian Thorne 
Dr. Mentari Djatmiko 
Dr. Guillaume Smith 
Dr. Wilko Hanecka 
Dr. Hamish Ivey-Law 
Mr. Huy Pham 

Research 
 
Dr. Richard Nock 
Dr. Giorgio Patrini 

Technology solutions for data analytics with privacy and data control  |  Stephen Hardy 

Advertising for 2 new positions: 
 
• Machine Learning + crypto 
• Distributed computing 
 


