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Future Value of Data IE”A/I @

value

A

Data decays with time!

release

— » time
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Future Value of Data 5 6

value

A

Joined with another data set — more value!!

release

= » time
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Future Value of Data 5 6

value

A

Joined with another data set

release New analytics techniques — more value!!

¥

» time
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Future Value of Data 5 6

N~
value
release Data decay ,
o Uncertain future value
Joining new data — _
+ Unknown future risk
New analytics techniques
- > time
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The Problem %™ @

How can we learn insights from data from multiple sources

VS and protect its value? R

Organisation

data . d
: Analysis -

Health; sensor; finance; | < '; ~ Health; sensor; finance;

Organisation 1

N
\

government; location; etc. government; location; etc.

Cloud / data center . . Cloud/ data center
S Insights R
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Example Applications

Insights

A
[ 4
Thin, Services

Personal data management Analytics across device data
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Data Partitions | @D
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Horizontally partitioned data IEATA/I @

Each database has the same type of information for different entities

2 providers N=1 (individuals)

Data
centre

centre

(3
Data 8

Different entities

Same features Same features



Vertically Partitioned Data | @

Each database has different types of information about common entities

Data Data
centre centre
A B

Same entity - different features

<
_ ‘ V
[ L3 [
° 3 °
° 3 °

Same entities

Different features



Analytics task o

N~
Model
—_—
Learn
Batch Learn: -
Modeling Training data Query
Task .
Analytics System

Real-time deploy: -

Query -
Task Model Current data Prediction

Deployment System
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Example: Credit Scoring IEA“/I e

* Predict the probability of default of a customer who is
asking for credit

Credit Current New Credit

decisions decisions
A

Compute Compute Compute

Company Credit Agency Company Conpidonti Bank
onjiaentiality

boundary
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The setting il

Requirements from end users Deployment

 confidentiality of the data * On prem/in cloud

« compliance with laws and » Consistent with corporate security
regulation policies

* no embarrassment

Security model

« Honest but curious

« Assumption that disclosing
the model is safe
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Solution (1): Homomorphic encryption

Partial
Homomorphic
Encryption
Somewhat )
Homomorphic
Encryption )
"

Fully
Homomorphic

Encryption

J

Allows either addition or multiplication
of encrypted numbers

Limited multiplies and lots of adds

Arbitrary numbers of multiplies and adds
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More general

Speed / memory tradeoff




Paillier Encryption D

Encryption of m: ¢ =g r" mod n’

Addition of encrypted numbers:

E(gyftl]f(lx)gbd%z)—mg— mo n

Multiplication of encrypted number by a scalar
e
( m()g I‘dO§1 ) ngm, nrod n
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Paillier Implementations D

 Python - open source
e www.github.com/n1analytics/python-paillier

* Java - open source
» www.github.com/nTanalytics/javallier

* GPU - open source soon
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Solution (2): Graph Computation Engine IE{”A/I D

Coordi
oordinator @ JSON Message
@ AKKA actors
I\/Iessages Data frames
Domains
: : @Workers
DF L DF DF

— ]
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Solution (3): Private Entity Resolution

Company A

Name DOB G
Wynona Fillare 28/12/1974 F
Karissa Secor 25/05/1929 F
Rolanda Sueda 04/04/2012 M
Jeffery Boldosser 12/11/1963 F
Kesha Lahm 13/06/1967 F
Kina Jacobsohn 01/07/1981 M
Andreas Rummage 19/06/2006 M
Klara Jovel 07/09/1942 F
Scott Redo 04/08/1923 M
Lester Anast 26/04/1975 F
Tori Mckone 23/12/1921 F
Chance Abati 24/11/2007 F
Craig Feliz 24/03/1989 F
Stepanie Laack 25/10/1948 F
Ronnie Lawerance 05/06/1967 F
Luciana Obarr 16/05/1994 M
Neida Narducci 15/08/1960 M
Rusty Brod 25/07/2014 M
Bibi Chiariello 16/03/1984 M
Teresia Amoako 29/10/1964 M

18 | Confidential Computing | Showcase

Probabilistic Linkage

Company B

Name DOB Gender
Kina Jacobsohn 01/07/1981 M
Loise Feaster 04/07/1932 M
Bibi Chiariello 16/03/1984 M
Teresia Amoako 29/10/1964 M
Neida Narducci 15/08/1960 M
Romaine Hirezi 21/12/1930 M
Wynona Fillare 28/12/1974 F
Luciana Obarr 16/05/1994 M
Klara Jovel 07/09/1942 F
Kesha Lahm 13/06/1967 F
Ronnie Lawerance 05/06/1967 F
Jeffery Boldosser 12/11/1963 F
Craig Feliz 24/03/1989 F
Karissa Secor 25/05/1929 F
Tori Mckone 23/12/1921 F
Jasmin Langworthy 26/02/2014 M
Rolanda Sueda 04/04/2012 M
Kathaleen Agueda 31/05/1976 M
Andreas Rummage 19/06/2006 M
Stepanie Laack 25/10/1948 F




Private Entity Resolution

N1

Anonymous
Hashes

Linkage
Table

Anonymous
Hashes

Identifiable

[ Personally
Information

|

Org 1

19 | Confidential Computing | Stephen Hardy

Shared
Secret Salt

Personally
Identifiable
Information

Org 2




Linkage Table

N1 Analytics 2 B

Organisation A

Organisation B

A's Cryptographic Hashes S _-~ B's Cryptographic Hashes
Row Key AN 7 Row Key
1 10110110...00101010 \ 1 01110110..11010101
2 01110110...11010101 2 01101011...00101101
3 10011001...10100110 3 01111000...00110011
100000 01101011...00101101 100000 10011101...10100111
\
Shared
Secret Salt
A's Pll data " i B's Pll data
Name DOB Gender 'l : Name DOB Gender
John Smith 12/01/82 M 1 1 Mark Gorgon 1/12/90 M
Mark Gorgon 1/12/90 M : : Juliet Baker 2/11/72 F
Hanna Smith 4/02/78 F ! ! Andrew Roberts 4/02/93 M
Juliet Baker 2/11/72 F Hanna Smith 4/02/78 F

Similar in approach to MERLIN - Ranbaduge, Vatsalan, Christen (2015)
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Example: Credit Scoring IEA“/I e

* Predict the probability of default of a customer who is
asking for credit

Credit Current New Credit

decisions decisions
A

Compute Compute Compute

Company Credit Agency Company Conpidonti Bank
onjiaentiality

boundary
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Data setup

ORG 2

ORG 1
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vd
Logistic Regression i@

* Logistic loss, [(@) x ilog(l + eXp(—)’iHTxi))

“z(mxp( T )_1]%

y, €E{-L+1} x,0ER"
T

« and its gradient



Paillier Logistic Regression (v1) " @

dinat
Private kev hold coordinator @ JSON Message
rivate key holder Logistic S Secure
y @ AKKA actors

Worker

Features & labels Features
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[ ] /
Protocol example: how to compute an inverse***? | oa D
N~

C: Coordinator, private key holder

~ -~ -
- - -
— e - - — =
—_—— e e e o
——
—_——
-

A: Data provider RN -7

[[eGXXA ]] \\\ III/> |:|:60ng ]]
i I

*** This is protocol is broken in our setting



[ ] /
Protocol example: how to compute an inverse***? | oa D
N~

C: Coordinator, private key holder

~ -
-~ -
-~ -

N - ———
—— —— —_—— —— -

-— —— —_——— - ______,__— -—

= e -
-~ -
~ -

A: Data provider ~< - B: Data provider

[[eeﬁx“‘ H = ,,"> R
]

i




[ ] /
Protocol example: how to compute an inverse***? | oa D
N~

C: Coordinator, private key holder

"R(l LA )H

1

\ /

\\ ,'/ R(l + ¢ [[eang “ ) = [[R(l + €75 g4 )”

l

= &=




Protocol example: how to compute an inverse***?

|€ATA | %

61
N 7~
C: Coordinator, private key holder
Decrypt
T T
"R(1+eeBxBeeAxA )” = Invert —» 1
; Encrypt R(l + 695x389£xA )
R f . i
A: Data provider STl T B: Data provider
\\ //
\ /
\ /
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Protocol example: how to compute an inverse***? | oa D
N~

C: Coordinator, private key holder




Performance (v1)

* Learning

e Learnt models have the same accuracy
as unencrypted calculations

e “Private learning” is 500x slower due to
encrypted computations. Learning
times are several hours.

* Deployment

» Ascore can be generated in real time

(<50ms)

e Customer data that contributes to the
score remains private.

Paillier Logistic Regression

scaling with key size
Training time (s)

104,
5000¢ "

1000+
500+

500 1000 ZO‘OOKeerngth (bits)
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Information Flow - Entity Resolution P
ORG 1 t N1 ORG 2
| Install Datla Request | | Install Datla Request |
SharedISecret < —> Shared Secret
| Make Linkage Keys | | Make Linkage Keys |
. |___Requestlinkage | :
Linkage Keys Linkage Keys

| Fuzzy I\/=atching |

Reordering Table

Org 1 and Org 2 can learn who their common customers are

In many jurisdictions, this is a data collection act that requires consent

31| Commercial-in-confidence



Customer feedback Ll

“We only want to learn th

This might be disclosive as well!

— Customersincommon——

Gradient information
These need something more

Absolute value of log loss
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Fnrrypfpd

Data Flow - Entity Resolution =
ORG1T 3¢ ORG 2

| Install Datla Request | | Install Datla Request |
SharedISecret <— —> Shared Secret
| Make Linkage Keys | | Make Linkage Keys |

. |___Requestlinkage | :
Linkage Keys Linkage Keys

| Fuzzy I\/latching |

Reorderlinq Table

Encrypted Mask

| ReorderI dataset

| ReorderI dataset

Org 2 Features

Org 1 Fleatu res

| Mask labels |
Masked Labels

Org 1 and Org 2 do not Ieérn who their common customers are
N1 has no identifying information, only a mapping between keys

Commercial-in-confidence




Logistic Regression (with mask) " @

« Logistic loss, 1(6) o imi 10g(1+exp(—yl.HTxl.))

= ilog(l + exp(—ml.yl.HTxi )) +C
i=1

 and its gradient

ocz(l+exp(—my0T ) 1]miyixi



Taylor approximation®* -
* Logistic loss, 0(0) = log(1 + exp(—yf ' z))
(spstrsmnes) ~log2— pyf e + < (67a)?
 and its gradient
VU6) = (omgms — 1) v
1

1
0 r—11Z2
LA ) 5 YT

* similar to [Aono et al. 16]



pd
Logistic loss vs. its Taylor approximation:" | @

-5.0

-2.5

- error

—— |ogistic

—— Taylor

.
.
.
*
.
.
.
.
.
.
.
.

0.0

2.5

5.0

For a good approx: scale features into a
small interval and regularize !

dataset #rows | #features zlilcgfrfy la\Iclc 1,111::;1}; .
iris 100 3 100 100
digits (odd vs. even) | 1500 | 64 94.3 94.3
mnist (odd vs. even) | 60K 784 89.5 87.8
give me some credit | 168K | 10 87.0 87.1
covtype 500K | 54 71.1 68.9




Paillier Logistic Regression (v2) IE”A/I e

Coordinator @ JSON Message

(oaist _
Pr/vatekeyholder @ AKKA actors

Data frames

N1Analytics

Worker

Features & labels Features

37 | Technology solutions for data analytics with privacy and data control | Stephen Hardy




DATA
Protocol example: how to compute a square? G-

* Now the most complex operation in the learning
protocol

e ... and we cannot do squares on encrypted numbers
with Paillier !

U=1upg+up
uw® = u +uh + 2uaup



7~
Protocol example: how to compute a square? | %™ | @
N~

C: Coordinator, private key holder

-~ -
S~ -
e e ==

_——_———————___ o mm mm mm mm e e
=
=

—

e
-
— —
— -
-~ -

(Entities are matched via
permutation and mask here)
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Protocol example: how to compute a square? | %™ | @
N~

C: Coordinator, private key holder

-~ -
S~ -
e e ==

A: Data provider . _--="""""B:Dataprovide
fwall (2

) | [ [l
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Protocol example: how to compute a square? | %™ | @
N~

C: Coordinator, private key holder

-~ -
S~ -
e e ==

_——__——————___ o mm mm mm mm e e
=
=

—

e
-
— —
— -
-~ -

A: Data provider ~ao e B: Data provider

Juall, (W3] —— [[2uaus]] = 2up[[ua)

—



Protocol example: how to compute a square? K G " @

C: Coordinator, private key holder

-~ -
S~ -
e e ==

_——__——————___ o mm mm mm mm e e
=
=

—

— - -
e
-
-

n 2] Uuanwu%n

—
—
~o




Protocol example: how to compute a square? K G " @

C: Coordinator, private key holder

N~~
—
e mm m— o=

_——__——————___ o mm mm mm mm e e
=
=

—

— - -
e
—

’n 2] Uuanwu%n

—
—
~o




Protocol example: how to compute a square? K o " @

C: Coordinator, private key holder

() "5 o

-~ -
S~ -
e e ==

_——_———————___ o mm mm mm mm e e
=
=

—

e
-
— —
— -
-~ -




Protocol example: how to compute a square? K o " @

C: Coordinator, private key holder

2 Decrypt: 2 C can take a gradient
[ [’U; ] ] u ------ step, with gradient in
f _- the clear
A: Data provider ""“\\ /"'—_ B: Data provider
\\ //
\ ’
\ ’




Deployment | Gy

Deployment at each party -- 2 data providers & coordinator
-- with docker images and kubernetes cluster.
AWS instance, R4.4xlarge:

* 16 vCPU
¢ 60 GBS Of RAM (DDR4) . Compute —’C:’Coordinator
* Upto10 Gigabit network -——-—-___?Z Nae-— -

A Y T " w—




Scalability of entity resolution L

#rows B
1000 == 10K
B 3 == 100K ~6h
me = = 100 —— M /
hashing + E —— 1M
matching + E 10 /
permutation . /
=
1K 10K 100K 1M
#rows A



Scalability of entity resolution oD

61
N~

20 machines per node:
50min instead of 6h

#rows B .
1000 =—=— 10K .'
: B == 100K *
time = = 100 —— IM /
hashing + E —— 1M
matching + E 10 /
permutation 1 /
P—
1K 10K 100K 1M
#rows A



Scalability of learning i@

time = 1 learning epoch + evaluation

#rows
#features —— 10K
—— 10 —— 100K
0 300 o 10K
= —— 100 — M
E£9200 =+ 250 E90) —+ 2M .
£ v —— 35M
E £
0 0 4 : —
0 1M 2M 3M 0 100 200
#rows # features



Scalability of learning i@

time = 1 learning epoch + evaluation 16 machines per node:
down to 200 min

#rows
#features — 10K
- 10 —— 100K
0 300 o 10K
= —+— 100 — 1M
E£9200 =+ 250 E90) —+ 2M .
£ v —— 35M
E £
0 0 4 —
0 1M 2M 3M 0 100 200
#rows # features
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mpetitors

Transactional and
personal information

Encrypted
Analytics
API

I
Encrypted
Analytics Encrypted
API Analytics

Encrypted
Analytics
API

Model

Current POC with AUSTRAC: building a predictive model for
suspicious transactions to be distributed to banks for local execution

52|



e
Use case: Insurance Fraud Detection 5"/ @

Save A$2B per year (Australia only), without disclosing
personal information, policy data or claim data to anyone
|

Encrypted
Analytics .
g API Collusion. DOUb!_? claims
D Encrypted —
Q. Analytics Fraud detection
& API
8 ( |
Encrypted Supplier fraud Unusual policies
Analytics
AP

A safe mechanism for joining data together

Can scale to entire industri



v
OATA
Future 'E /l &

* Lots of applications:
e Financial Services (secure credit scoring, anyone?)

e Enterprise
Personalised Medicine

Supply Chain

Mining

Device analytics

* Open source release of platform



Customer feedback 5™ D

“We only want to learn the model”

Gradient information

Absolute value of log loss

Looking for a better speed / memory tradeoff in SHE
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