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ns-3 features for advanced
simulations
ns-3 is a modular discrete-event network simulator
that provides
application and protocol emulation with DCE,
special devices (e.g., FD and Tap NetDevice),
real-time scheduler,
interactive mode.
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The components used to model a simulation can be independently replaced by others, allowing to easily modify
scenarios. For instance, the physical network model used in
a scenario can be replaced by substituting the modules that
represent network devices and links, without a↵ecting the
application or protocol layer components.
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Figure 1: ns-3 simulations are constructed by interconnecting modular components that model nodes,
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applications, protocols, devices, and links.

Devices

and protocols inside ns-3 nodes, making it possible to test
the same software used for real networks inside a controlled
simulation environment. DCE also supports executing the
network stack of the Linux kernel on ns-3 nodes, instead of a
simulated stack. Emulation at the application and protocol
layers can be added independently from one another. Figure 2 shows the use of DCE at diﬀerent layers of the network
to provide software emulation in ns-3.
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tion: DCE executes unmodified Linux applications
and the Linux protocol stack in the simulator.

Hybrid
emulation
3.1.2 Hybrid Emulation
To support interconnection between simulated and live
networks, ns-3 provides special devices [3], such as the TapBridge and the FdNetDevice. These devices are capable
of sending simulated traﬃc into a real network device and
receiving real traﬃc from it. By connecting these special
device components to ns-3 nodes and attaching them to real
devices in the local host, using a local connection, ns-3 is able
to exchange traﬃc between a simulation and the real world.
What makes it possible for ns-3 to exchange traﬃc with live
networks is its ability to process events in real time, using
the host system’s clock, and to generate and consume real
Ethernet traﬃc. Figure 3 depicts the integration between
ns-3 and a live host at the ns-3 device layer.

connect simulations with a real
system.
Distributed simulations

span the simulation over
multiple hosts.
Host

ns-3 instance
Node

Linux Resources

Applications

Simu

Applications

Live

Protocols

Simu

Linux Stack

Live

Devices

Simu

TAP

Live

Local
connector

ETH

4

lates the instructions
received from NEPI into actions that
ns-3 instance
Node
modify
simulation.
Finally, the outermost
layer, the nsLinux Resources
3.2.2 theDistributed
Simulation
Applications
3 server, Applications
enables communication
by listening
for messages
in
Simu
Live
Using a single host limits the scale of simulations to the
a Unix socket,
and
passing those messages
to the
Simu
Livewrapper
Linux Stack
resourcesProtocols
available
on that host. Distributing
a simulation
layer. The NEPI script connects
the socket to send mesLocal to a
over several
CPUsSimu
or hosts provides
work-around
for scalDevices
TAP ETH Live
connector
sages,
locally
if
the
simulation
runs
in
the
controller
ability limitations. Multiple instances of ns-3 can be host,
inter- or
using
SSH if using
the simulation
runs
in a remote
host.
connected,
a distributed
connection
mechanism,
and
Figure
6
shows
the
interaction
between
the
NEPI
script
Figure 3: Hybrid
ns-3
are intersynchronized
thanks Simulation:
to ns-3 support
for nodes
distributed
simuand
the ns-3
server
connected
the instance.
devicefor
level
with livens-3
devices
in the
lations.
Twoat
alternatives
distributing
simulations
local
host. using the MPI module [14] or interconnecting
are
available:
Host 1
Host 2
ns-3 instances
at 1the device layer throughns-3tunnels
ns-3 Instance
Instance 2 or other
1
Node 2
distributed Node
connectors.
Figure 5 shows a simulation
divided
3.2
Using
Multiple
Instances
of
ns-3
into twoApplications
ns-3 instances.
Applications Simu
Simu
Experimental studies might require running multiple variSimu
Simu
Protocols
Protocols
ations of a same scenario orHost
running simulations composed
Distributed
Simu
Simu
FdNetDevice
ns-3 Instance
1
ns-3 Instance
2
connector
of thousands
of hosts.
Time
constraintsFdNetDevide
and
resource
limitaNode 1
Node 2
tions might impact the possibility of conducting such studApplications Simu
Applications Simu
ies. Solutions
to reduce the duration and
increase the scale
Figure
7:
Distributed
ns-3
instances
connected
of ns-3 experiments
and Simu
distributing
Simu consist on parallelizing
Protocols
Protocols
through
UDP tunnels
and
FdNetDevices.
ns-3 simulations
using multiple
ns-3 instances.
Distributed
Devices
Simu
Devices
Simu
connector

F
s
u

3

r
o
a
c
s
la
a
n
d
in

F
t

3

p
le
q
a
r
u
s

Devices

and protocols inside ns-3 nodes, making it possible to test
the same software used for real networks inside a controlled
simulation environment. DCE also supports executing the
network stack of the Linux kernel on ns-3 nodes, instead of a
simulated stack. Emulation at the application and protocol
layers can be added independently from one another. Figure 2 shows the use of DCE at diﬀerent layers of the network
to provide software emulation in ns-3.
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To support interconnection between simulated and live
networks, ns-3 provides special devices [3], such as the TapBridge and the FdNetDevice. These devices are capable
of sending simulated traﬃc into a real network device and
receiving real traﬃc from it. By connecting these special
device components to ns-3 nodes and attaching them to real
devices in the local host, using a local connection, ns-3 is able
to exchange traﬃc between a simulation and the real world.
What makes it possible for ns-3 to exchange traﬃc with live
networks is its ability to process events in real time, using
the host system’s clock, and to generate and consume real
Ethernet traﬃc. Figure 3 depicts the integration between
ns-3 and a live host at the ns-3 device layer.
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NEPI to make it easy
NEPI, Network Experiment Programming Interface, is
a framework to manage network experiments
that abstracts components behind a common
interface: the resource
to automate experimentation steps.
Runs locally, no need to modify the experiment facility
e.g., ns-3, PlanetLab.
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Everything is a resource
The user interacts with the Experiment Controller
(EC), which controls the resources.
Every resource implements the same interface
e.g., deploy, start, stop.
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Experiment representation
An experiment is a graph of interconnected resources.
Link
Node

Node

Application

Each resource has 3 set of properties:
attributes (e.g., configuration),
traces (e.g., stderr, stdout),
states (i.e., STARTED, STOPPED, FAILED).
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Ping example
from nepi.execution.ec import ExperimentController
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Ping example
from nepi.execution.ec import ExperimentController
ec = ExperimentController(exp_id="ping")
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Ping example
from nepi.execution.ec import ExperimentController
ec = ExperimentController(exp_id="ping")
node = ec.register_resource("linux::Node")
ec.set(node, "hostname", "my-hostname")
ec.set(node, "username", "my-user")
ec.set(node, "identity", "ssh-key-file")
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app = ec.register_resource("linux::Application")
ec.set(app, "command", "ping -c3 192.168.0.1")
ec.register_connection(node, app)
ec.deploy()
ec.wait_finished(app)
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Ping example
from nepi.execution.ec import ExperimentController
ec = ExperimentController(exp_id="ping")
node = ec.register_resource("linux::Node")
ec.set(node, "hostname", "my-hostname")
ec.set(node, "username", "my-user")
ec.set(node, "identity", "ssh-key-file")
app = ec.register_resource("linux::Application")
ec.set(app, "command", "ping -c3 192.168.0.1")
ec.register_connection(node, app)
ec.deploy()
ec.wait_finished(app)
print ec.trace(app, "stdout")
ec.shutdown()
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NEPI for ns-3
with the other resources in the experiment.

NEPI 4.2
controls
(remote)
ns-3
simulations
Parallel,
Distributed,
and Hybrid
ns-3 Experiments

Each linux::ns3::Simulation RM added to the ExperimentController manages an independent ns-3 instance. By adding
many RMs of this type, and connecting them to a same
linux::Node RM, it is possible to automatically deploy multiple ns-3 instances on a same Linux host. Multiple hosts,
with multiple ns-3 instances, can be managed from a single
NEPI script running on the controller host.
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A mobility use case with
simulated and real nodes
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def
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Figure 9: Example of wireless
network scenario. The
transmitter
i f n o t ap mode :
add ns3 random
access point (AP) runs the agent, and theAP
mobile
sensor nodes (s) run the transmitter to send reports
return ns3 node
to the agent.
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Figure 9: Example of wireless network scenario. The
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To do list
Deploy ns-3 on a PlanetLab host
Model the simulated network in ns-3
Run a real transmitter application
Interconnect the ns-3 instance with the real
transmitter application
Run the experiment
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ec = ExperimentController(exp_id="hybrid")
host = ec.register_resource("planetlab::Node")
ec.set(host, "hostname", hostname)
ec.set(host, "username", username)
ec.set(host, "identity", ssh_key)
simu = ec.register_resource("linux::ns3::Simulation")
ec.register_connection(simu, host)
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Model the simulated network
in ns-3 - the topology
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Model the simulated network
in ns-3 - the topology
channel = ec.register_resource("ns3::YansWifiChannel")
ap = add_ns3_node(ec, simu, agent_ip, prefixlen,
" "
"
"
"
channel, ap_mode=True)
agent = add_dce_agent(ec, ap)
for ip in ips:
sensor = add_ns3_node(ec, simu, ip, prefixlen," "
" "
""
"
"
channel, ap_mode=False)

"

"

"

transmitter = add_dce_transmitter(ec, sensor, agent_ip)
add_ns3_route(ec, sensor, network="0.0.0.0/0", nexthop=agent_ip)
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Model the simulated network
in ns-3 - the nodes
def add_ns3_node(ec, simu, ip, prefixlen, channel, ap_mode=False):
ns3_node = ec.register_resource("ns3::Node")
ec.set(ns3_node, "enableStack", True)
ec.register_connection(ns3_node, simu)
dev, phy = add_ns3_wifi_device(ec, ns3_node, ip, prefixlen, ap_mode)
ec.register_connection(channel, phy)
if not ap_mode:
add_ns3_random_mobility(ec, ns3_node)
return ns3_node
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Model the simulated network
in ns-3 - the applications
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transmitter = ec.register_resource("linux::ns3::dce::Application")
ec.set(transmitter, "sources", "code/transmitter.c")
ec.set(transmitter, "build", "gcc -fPIC -pie
" "
"
-rdynamic ${SRC}/transmitter.c -o ${BIN_DCE}/transmitter")
ec.set(transmitter, "binary", "transmitter")
ec.set(transmitter, "arguments", target)
ec.register_connection(transmitter, ns3_node)
return transmitter
16

Interconnect the ns-3 instance with
the real transmitter application
Attach a File Descriptor NetDevice to the ns-3 node constituting
the access point (ns3::FdNetDevice).
Create a TAP device on the PlanetLab host (planetlab::Tap).
Connect the “real” TAP to the File Descriptor NetDevice
(planetlab::ns3::TunTapFdLink).
Add routes
to the simulated network via the access point
(planetlab::Vroute),
to the real network via the TAP (ns3::Route).
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Run the experiment

ec.deploy()
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Conclusion
ns-3 provides all the building blocks to perform
distributed simulations
hybrid experiments
but is fastidious to use as-is.
NEPI hides the complexity of hybridation and
distribution to automate ns-3 experiments.
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