Type-based security properties assurance in the
Rust-based Redox operating system

Executive summary: We propose to explore using types in operating system source code as
a mean to get assurance on security properties. The use case is the Rust-language-based
Redox operating system and its generic service-access framework called schemes. Schemes
generalize Unix’ “everything is a file” notion to “everything is a URL”. First it should be shown
how the typestate design pattern helps getting assurance on isolating clients of a scheme
providing access to a cryptographic resource. Second a comparative study should be done
on generically implementing resource read- and write- access restriction in the kernel, using
traditional attribute-based checks on one side and type-based segregation of handles on the
other side.

Keywords: Operating systems; Security; Programming languages; Rust; Redox.

Advisors:

* Louis Rilling (DGA, team Sushi) louis.rilling@irisa.fr

* Frédéric Tronel (CentraleSupélec, team Sushi) frederic.tronel@centralesuplec.fr

Team: Sushi. Laboratory: IRISA, Rennes (head: Guillaume Gravier — guig@irisa.fr).
Required skills: System programming.
Appreciated but not mandated skills: Deep understanding of OSes; Programming in Rust.

Context and Description

Operating systems, especially their kernel, are critical software to build applications aiming at
providing security properties. A vulnerability in the kernel opens a door for attackers to bypass
the application logic, whatever the correctness of the application itself.

Getting assurance on security properties of operating systems services is known to incur
high costs. This traditionally relies on careful design and heavy testing, with costs of up to
400% of a non-secure development effort [1]. While formal verification remains a challenge for
this class of software, few projects achieved this goal for an up to 1000% cost [2].

We propose to explore a middle way to get assurance, relying on the compiler to check both
of memory safety and higher-level, logical, security properties that should be encoded in the
source code using types. It is expected that this reduces the debugging effort and it could make
formal verification easier.

An example of relevant techniques for operating system development is the typestate de-
sign pattern [3]. This technique gives assurance on the implementation of state machines, by
assigning a dedicated type to each state of the state machine and encoding state machine
transitions as functions converting from a source state to a target state. Invalid transitions are
thus made impossible because the converting functions just do not exist. Session types [4]
achieve a similar goal for protocols.

Although using types to achieve security has been known for decades, this practice using
the programming language of an operating system is hardly explored. Current approaches rely
on a separate language and its compiler to write annotations in the original source code and
verify that the code satisfies the specified properties [5].

Yet applying typestate analysis on production source code like Linux shows that the security
of such development could be improved if types were used to encode logical properties [6].
On the other hand, using the type system of the programming language to ensure functional
properties is the topic of ongoing research [7].

The Rust programming language is especially a good candidate as it is strongly- and
statically-typed, by design the compiler checks the memory safety of programs, and it is the



basis of several open-source operating system projects, including Redox ', which explicitly tar-
gets security. Moreover successful Rust-implementations were demonstrated for typestates [8]

and

session types [9].

One of the mechanisms provided by Redox to achieve security is called schemes. Schemes

gen
tion

eralize Unix’ “everything is a file” notion to “everything is a URL". Using namespace reduc-
of accessible schemes (the Redox-specific setrens system call), open handles can then

be used as capabilities [10].
After a study of the state of the art, the suggested work plan is as follows:
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« First it should be shown how the typestate design pattern helps getting assurance on
isolating clients of a scheme providing access to a cryptographic resource. To this end a
representative userspace scheme daemon will be implemented in Rust for Redox.

» Second a comparative study should be done on generically implementing resource read-
and write- access restriction in the kernel, using traditional attribute-based checks on one
side and type-based segregation of handles on the other side. During the study the two
approaches will be implemented and experimentally compared.

ferences

Elaine Venson, Xiaomeng Guo, Zidi Yan, and Barry Boehm. Costing secure software
development: A systematic mapping study. In Proceedings of the 14th International Con-
ference on Availability, Reliability and Security, ARES '19, New York, NY, USA, 2019.
Association for Computing Machinery.

Gerwin Klein, June Andronick, Kevin Elphinstone, Toby Murray, Thomas Sewell, Rafal
Kolanski, and Gernot Heiser. Comprehensive formal verification of an os microkernel.
ACM Trans. Comput. Syst., 32(1), feb 2014.

Robert E. Strom and Shaula Yemini. Typestate: A programming language concept for
enhancing software reliability. /IEEE Transactions on Software Engineering, SE-12(1):157—-
171, 1986.

Kaku Takeuchi, Kohei Honda, and Makoto Kubo. An interaction-based language and its
typing system. In Costas Halatsis, Dimitrios Maritsas, George Philokyprou, and Sergios
Theodoridis, editors, PARLE 94 Parallel Architectures and Languages Europe, pages 398—
413, Berlin, Heidelberg, 1994. Springer Berlin Heidelberg.

Christopher Brown, Adam D. Barwell, Yoann Marquer, Céline Minh, and Olivier Zendra.
Type-driven verification of non-functional properties. In Proceedings of the 21st Interna-
tional Symposium on Principles and Practice of Declarative Programming, PPDP *19, New
York, NY, USA, 2019. Association for Computing Machinery.

Yuandao Cai, Peisen Yao, Chengfeng Ye, and Charles Zhang. Place your locks well:
Understanding and detecting lock misuse bugs. In 32nd USENIX Security Symposium
(USENIX Security 23), pages 3727-3744, Anaheim, CA, August 2023. USENIX Associa-
tion.

Kevin Boos, Namitha Liyanage, Ramla ljaz, and Lin Zhong. Theseus: an experiment
in operating system structure and state management. In 14th USENIX Symposium on
Operating Systems Design and Implementation (OSDI 20), pages 1-19, 2020.

José Duarte and Anténio Ravara. Taming stateful computations in rust with typestates.
Journal of Computer Languages, 72:101154, 2022.

"https://www.redox-os.org/


https://www.redox-os.org/

[9] Thomas Bracht Laumann Jespersen, Philip Munksgaard, and Ken Friis Larsen. Session
types for rust. In Proceedings of the 11th ACM SIGPLAN Workshop on Generic Program-
ming, WGP 2015, page 13-22, New York, NY, USA, 2015. Association for Computing
Machinery.

[10] Jack B. Dennis and Earl C. Van Horn. Programming semantics for multiprogrammed com-
putations. Commun. ACM, 9(3):143—155, mar 1966.



