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This session will focus on all the reasons that we believe data science is fundamental to building a successful and mature
cybersecurity program. In particular, we’ll discuss two ways to use data science fundamentals in cybersecurity programs:
1. Improve data analytics supporting cybersecurity programs (KPIs, risk management, process effectiveness)
2. Use model-driven security and real-time data streaming to match data attributes to known patterns resulting
in deviation scores with a threshold that trigger automated actions in front-line cyber controls in milliseconds



My background = Information Forensics & Security
Typical applications
• Integrity

• Multimedia forensics (detection of manipulation, identification of sensors)
• Steganography et steganalysis (insertion / détection of hidden messages)

• Confidentiality
• Signal processing in the encrypted domain
• Security of biometric traits (anti-spoofing / secure storage)
• Visual secret sharing
• Security with physical layer (digital com.)
• Differential privacy / Information leakages

• Ownership / Identification
• Watermarking
• Traitor tracing
• Robust hash

Security of (multimedia) content



Artificial Intelligence

Computers
perform
like humans

Machine Learning

Computers
learn
from data

Deep learning

Algorithm =
Deep Neural Network



Neural network
Linear + Non lin.

𝑥 ℓ

ℓ = 𝑓 𝑥, 𝜃 = logits
ℓ = 𝑊!𝜎(𝑊"𝜎 𝑊#𝑥 + 𝑏# + 𝑏")

𝑦 = 𝜎(𝑥)
Non lin. activation function

Linear + Non lin. Classification

SoftMax ArgMax𝑃 5𝑦

inputs logits “probabilities” predicted class

𝑃[𝑖] ∝ 𝑒ℓ[&]

;
&
𝑃[𝑖] = 1



ImageNet challenge: the iconic example of A.I.

2012: DNN AlexNet handily wins the top prize
• Krizhevsky, Sutskever, and Hinton (Univ. of Toronto)
• « That moment is widely considered a turning point in the development of 

contemporary AI »
• « This dramatic quantitative improvement marked the start of an industry-

wide artificial intelligence boom »

DNN 388: giant panda
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Motivations: false sense of security

• Generalization ≠ Robustness ≠ Security
• Generalization: To operate as expected on unseen data
• Robustness:  To operate as expected on noisy data
• Security: To operate as expected on purposely perturbated data 

• Little bits of history repeating [Propellerheads, 1997]
• I’ve seen it before: Digital Watermarking
• I’ve seen again: Content Based Image Retrieval
• The next big thing is here: Machine Learning

• Warning: « Security of M.L. before M.L. for security »



Generalization ≠ Robustness ≠ Security

original noise JPEG black-box white-box
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Generalization ≠ Robustness ≠ Security

original noise JPEG black-box white-box
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Generalization ≠ Robustness ≠ Security

original noise JPEG black-box white-box
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Discovery of adversarial examples

+ 𝜖 ∗

+ 𝜖 ∗
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632: loudspeaker

779: school bus

155: pekinese 10: ostrich

Intriguing properties of neural networks, Szegedy, Goodfellow et al., 2014 

Amplify what you don’t see

𝛻𝒙𝑓 𝒙) , 𝜃 [ostrich]𝒙) + 𝜖 ∗



Adversarial attacks

369: gibbon+ 𝜖 ∗ =388: giant panda

Amplify what you don’t see

Optimal untargeted adversarial example
𝒙D∗ = arg min

5E(𝒙)FGHIJH
𝑑(𝒙, 𝒙K)

Design an attack
𝒙D = 𝐴(𝒙K, 𝜃, 𝜑) as close as possible to        𝒙D∗

attack parameters

DNN model

original image

𝒙) 𝒙*

Explaining and harnessing adversarial examples, Goodfellow et al., 2015 



How white-box attacks work?

Attack

𝒙) 𝐿(𝒙)) > 0
𝑃[𝑦 = 1]
𝑃[𝑦 = 2]

𝑃[𝑦 = 𝐶]
…

369 388 …
Adv. loss

𝐿 𝒙) > 0

Adv. loss
369 388 …

𝐿 𝒙* < 0
𝒙* 𝐿(𝒙*) < 0

𝑃[𝑦 = 1]
𝑃[𝑦 = 2]

𝑃[𝑦 = 𝐶]
…

𝐿 𝒙 = 𝑃[𝑦!] − max
"#"!

𝑃[𝑦] & ∇𝐿 𝒙 (by autodiff / backpropagation)

Fast attack = Few gradient computations



How black-box attacks work?

𝐿 𝒙 = 𝑃 𝑦! − max
"#"!

𝑃 𝑦 & ∇𝐿 𝒙 (by autodiff / backpropagation)

Fast attack = Few calls to the black box

𝒙) 5𝑦(&)
𝑃(𝑦 = 1)
𝑃(𝑦 = 2)

𝑃(𝑦 = 𝐶)
…+

Generate new perturbation
𝒑 - , 5𝑦 - , 1 ≤ 𝑗 ≤ 𝑖 − 1𝒑 &

predicted label



How black-box attacks work?

𝒙!

line search

𝒙!

gradient estimate

𝒙!

1st order jump

𝒙) 𝑦(&)
𝑃(𝑦 = 1)
𝑃(𝑦 = 2)

𝑃(𝑦 = 𝐶)
…+

Generate perturbation
𝒑 - , 𝑦 - , 1 ≤ 𝑗 ≤ 𝑖 − 1𝒑 &

predicted label



How bad can it be?

• Experimental protocol
• 1,000 images [ImageNet ILSVRC2012]

• DNN = ResNet-50 [He, 2016]

• Best effort mode:
For each 𝒙!, find the best setting  𝜑∗ for the attack

𝜑∗ = arg min
#: %&''())

𝑑(𝒙!, 𝐴(𝒙!, 𝜃, 𝜑) )

𝑑 𝒙!, 𝒙* = 𝒙* − 𝒙! +/ 𝑛 (Root-Mean-Square Error)



How bad can it be?

0 10 20 30 40 50 60

0.0

0.2

0.4

0.6

0.8

1.0
JPEG
Noise
White-Box
Black-Box

𝑎𝑐𝑐 adversarial	accuracy
D distortion

𝑎𝑐𝑐 𝐷 =
1
𝑁;&:/(𝒙!,#,𝒙$,#)12

[𝑐 𝒙*,& == 𝑦),&]

distortion D

ad
v. 

ac
cu

ra
cy
𝑎𝑐
𝑐
𝐷

JPEG
Noise
Black box
White box



0 2 4 6 8 10

0.0

0.2

0.4

0.6

0.8

1.0
JPEG
Noise
White-Box
Black-Box

How bad can it be?

distortion D

ad
v. 

ac
cu

ra
cy
𝑎𝑐
𝑐
𝐷

JPEG
Noise
Black box
White box

Robustness ≠ Security

Generalization ≠ Robustness



Defense: Adversarial training

« The DNN function is not smooth enough »
• Snow ball effect

• Defense: Limit the Lipschitz constant 𝐶
𝑓 𝒙D, 𝜃 − 𝑓 𝒙K, 𝜃 < 𝐶 𝒙D − 𝒙K

• Computing the Lipschitz constant 𝐶
• Easy for one fully connected layer, more difficult for one convolution layer
• NP-hard for the composition of layers: upper bound [Araujo 2020]
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Defense: Adversarial training

« The DNN function is not smooth enough »
• Snow ball effect

• Defense: Limit the Lipschitz constant 𝐶
𝑓 𝒙D, 𝜃 − 𝑓 𝒙K, 𝜃 < 𝐶 𝒙D − 𝒙K

• Computing the Lipschitz constant 𝐶
• Easy for one fully connected layer, more difficult for one convolution layer
• NP-hard for the composition of layers: upper bound [Araujo 2020]

• Adversarial training
• Training set =  { 𝒙!,#, 𝑦# ; ( 𝐴(𝒙!,#, 𝜃, 𝜑), 𝑦# )}
• Learning is not stable and expensive
• Trade-off expressivity vs. robustness
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Defense: Adversarial training
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Defense: Adversarial training
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Benchmark (RoBIC)

White-box security
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Conclusion I

• Adversarial examples = challenge the A.I. of Deep Learning

• Adversarial examples = great tool to investigate the limits of Deep Learning

• Adversarial examples = bad news in cybersecurity

« Is Machine Learning the weakest link? »



Is
Security of Machine Learning

only about
Adversarial Examples?



Adversarial examples

Leakages

Backdoor

Theft

Robbery

PoisoningTrojaning

Obfuscation

3,000 papers in past 4 years



Security of Machine Learning

Inference

LearningTraining data

Testing data Result

Model

Different data types and different learning frameworks (X - learning)

These three contents need protection
• Values to be protected
• Confidentiality
• Integrity
• Ownership 27



Pick a pair, any pair ?

• Confidentiality

• Ownership

• Integrity
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Pick a pair, any pair ?

• Confidentiality

• Ownership

• Integrity

Training data

Testing data

Model

•

•

•

ML in the encrypted domain



Test + confidentiality = infer on encrypted data
• Machine Learning

• Lightweight, integral or binary networks close the gap with full floating point networks

• Multi-Party Computation (MPC)
• Secret Sharing (linear op.) + Garbled Circuit (non-linear op.)

• ABY3, FALCON [Wagh, PETS’20], XONN, BaNNeRS [Ibarrondo, IHMMSEC’21]
• Tackle Tiny ImageNet with AlexNet or VGG’16 networks x 10,000

• Homomorphic Encryption (FHE)
• Leveled HE with polynomial activation function [CryptoDL’17]
• TFHE with Programmable BootStrapping [CONCRETE’20]

x x2

x1

x3

Lin.
Lin.

Lin.

MPC

Non Lin.

MPC

Non Lin.
y2

y1

y3

Lin.
Lin.

Lin.



Typical images

MNIST
29x29 = 841
10 classes 

CIFAR
32x32x3 = 3k

10/100 classes

ImageNet-b0
224x224x3 = 150k

1000 classes

Tiny ImageNet
64x64x3 = 12k

200 classes



VGG’16

VGG’16 – 140.106 weights – 530MB [Simonyan, 2014]



Training + confidentiality = Learn on encrypted data

At training time: Is it tractable?
• Gradient computation:
• Backpropagation, AutoDiff: OK!

• Regular ML learning procedures employ many non linearities
• DropOut, Batch Normalisation (statistics)

• FALCON copes with both = 104 GPU hours on Tiny ImageNet

• Solutions from recent/old ML tricks
• Gradient free

• Zero Order Optimisation in high dimensional parameter space [PyGAD, 2021]
• Batch normalisation free

• NFNet: Normalisation Free Network [Brock, 2021]



Pick a pair, any pair ?

• Confidentiality

• Ownership

• Integrity

Training data

Testing data

Model

•

•

•

Information leakages



Training + Confidentiality

Knowing the model, what can the attacker discover about your data?

Inference

LearningTraining data

Testing data Result

Model

Figure 1: An image recovered using a new model in-
version attack (left) and a training set image of the
victim (right). The attacker is given only the per-
son’s name and access to a facial recognition system
that returns a class confidence score.

Consider a model defining a function f that takes input a
feature vector x1, . . . ,xd for some feature dimension d and
outputs a prediction y = f(x1, . . . ,xd). In the model in-
version attack of Fredrikson et al. [13], an adversarial client
uses black-box access to f to infer a sensitive feature, say
x1, given some knowledge about the other features and the
dependent value y, error statistics regarding the model, and
marginal priors for individual variables. Their algorithm is
a maximum a posteriori (MAP) estimator that picks the
value for x1 which maximizes the probability of having ob-
served the known values (under some seemingly reasonable
independence assumptions). To do so, however, requires
computing f(x1, . . . ,xd) for every possible value of x1 (and
any other unknown features). This limits its applicability
to settings where x1 takes on only a limited set of possible
values.
Our first contribution is evaluating their MAP estima-

tor in a new context. We perform a case study showing
that it provides only limited e↵ectiveness in estimating sen-
sitive features (marital infidelity and pornographic viewing
habits) in decision-tree models currently hosted on BigML’s
model gallery [4]. In particular the false positive rate is too
high: our experiments show that the Fredrikson et al. algo-
rithm would incorrectly conclude, for example, that a per-
son (known to be in the training set) watched pornographic
videos in the past year almost 60% of the time. This might
suggest that inversion is not a significant risk, but in fact we
show new attacks that can significantly improve inversion
e�cacy.

White-box decision tree attacks. Investigating the ac-
tual data available via the BigML service APIs, one sees that
model descriptions include more information than leveraged
in the black-box attack. In particular, they provide the
count of instances from the training set that match each
path in the decision tree. Dividing by the total number of
instances gives a confidence in the classification. While a
priori this additional information may seem innocuous, we
show that it can in fact be exploited.
We give a new MAP estimator that uses the confidence

information in the white-box setting to infer sensitive in-
formation with no false positives when tested against two
di↵erent BigML decision tree models. This high precision
holds for target subjects who are known to be in the training
data, while the estimator’s precision is significantly worse
for those not in the training data set. This demonstrates
that publishing these models poses a privacy risk for those
contributing to the training data.

Our new estimator, as well as the Fredrikson et al. one,
query or run predictions a number of times that is linear
in the number of possible values of the target sensitive fea-
ture(s). Thus they do not extend to settings where features
have exponentially large domains, or when we want to invert
a large number of features from small domains.

Extracting faces from neural networks. An example
of a tricky setting with large-dimension, large-domain data
is facial recognition: features are vectors of floating-point
pixel data. In theory, a solution to this large-domain in-
version problem might enable, for example, an attacker to
use a facial recognition API to recover an image of a person
given just their name (the class label). Of course this would
seem impossible in the black-box setting if the API returns
answers to queries that are just a class label. Inspecting fa-
cial recognition APIs, it turns out that it is common to give
floating-point confidence measures along with the class label
(person’s name). This enables us to craft attacks that cast
the inversion task as an optimization problem: find the input

that maximizes the returned confidence, subject to the clas-

sification also matching the target. We give an algorithm for
solving this problem that uses gradient descent along with
modifications specific to this domain. It is e�cient, despite
the exponentially large search space: reconstruction com-
pletes in as few as 1.4 seconds in many cases, and in 10–20
minutes for more complex models in the white-box setting.
We apply this attack to a number of typical neural network-

style facial recognition algorithms, including a softmax clas-
sifier, a multilayer perceptron, and a stacked denoising auto-
encoder. As can be seen in Figure 1, the recovered image
is not perfect. To quantify e�cacy, we perform experiments
using Amazon’s Mechanical Turk to see if humans can use
the recovered image to correctly pick the target person out of
a line up. Skilled humans (defined in Section 5) can correctly
do so for the softmax classifier with close to 95% accuracy
(average performance across all workers is above 80%). The
results are worse for the other two algorithms, but still beat
random guessing by a large amount. We also investigate re-
lated attacks in the facial recognition setting, such as using
model inversion to help identify a person given a blurred-out
picture of their face.

Countermeasures. We provide a preliminary exploration
of countermeasures. We show empirically that simple mech-
anisms including taking sensitive features into account while
using training decision trees and rounding reported confi-
dence values can drastically reduce the e↵ectiveness of our
attacks. We have not yet evaluated whether MI attacks
might be adapted to these countermeasures, and this sug-
gests the need for future research on MI-resistant ML.

Summary. We explore privacy issues in ML APIs, showing
that confidence information can be exploited by adversar-
ial clients in order to mount model inversion attacks. We
provide new model inversion algorithms that can be used
to infer sensitive features from decision trees hosted on ML
services, or to extract images of training subjects from facial
recognition models. We evaluate these attacks on real data,
and show that models trained over datasets involving survey
respondents pose significant risks to feature confidentiality,
and that recognizable images of people’s faces can be ex-
tracted from facial recognition models. We evaluate prelim-
inary countermeasures that mitigate the attacks we develop,
and might help prevent future attacks.

Model Inversion Attacks
[Fredikson, CCS’15]

Extracting Training Data from Large Language Models

Nicholas Carlini1 Florian Tramèr2 Eric Wallace3 Matthew Jagielski4

Ariel Herbert-Voss5,6 Katherine Lee1 Adam Roberts1 Tom Brown5
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Abstract
It has become common to publish large (billion parameter)
language models that have been trained on private datasets.
This paper demonstrates that in such settings, an adversary can
perform a training data extraction attack to recover individual
training examples by querying the language model.

We demonstrate our attack on GPT-2, a language model
trained on scrapes of the public Internet, and are able to extract
hundreds of verbatim text sequences from the model’s training
data. These extracted examples include (public) personally
identifiable information (names, phone numbers, and email
addresses), IRC conversations, code, and 128-bit UUIDs. Our
attack is possible even though each of the above sequences
are included in just one document in the training data.

We comprehensively evaluate our extraction attack to un-
derstand the factors that contribute to its success. Worryingly,
we find that larger models are more vulnerable than smaller
models. We conclude by drawing lessons and discussing pos-
sible safeguards for training large language models.

1 Introduction

Language models (LMs)—statistical models which assign a
probability to a sequence of words—are fundamental to many
natural language processing tasks. Modern neural-network-
based LMs use very large model architectures (e.g., 175 bil-
lion parameters [7]) and train on massive datasets (e.g., nearly
a terabyte of English text [55]). This scaling increases the
ability of LMs to generate fluent natural language [53,74,76],
and also allows them to be applied to a plethora of other
tasks [29, 39, 55], even without updating their parameters [7].

At the same time, machine learning models are notorious
for exposing information about their (potentially private) train-
ing data—both in general [47, 65] and in the specific case of
language models [8, 45]. For instance, for certain models it
is known that adversaries can apply membership inference
attacks [65] to predict whether or not any particular example
was in the training data.

GPT-2

East Stroudsburg Stroudsburg...

Prefix

---  Corporation Seabank Centre
------ Marine Parade Southport
Peter W--------- 
-----------@---.------------.com
+-- 7 5--- 40-- 
Fax: +-- 7 5--- 0--0

Memorized text

Figure 1: Our extraction attack. Given query access to a
neural network language model, we extract an individual per-
son’s name, email address, phone number, fax number, and
physical address. The example in this figure shows informa-
tion that is all accurate so we redact it to protect privacy.

Such privacy leakage is typically associated with overfitting
[75]—when a model’s training error is significantly lower
than its test error—because overfitting often indicates that a
model has memorized examples from its training set. Indeed,
overfitting is a sufficient condition for privacy leakage [72]
and many attacks work by exploiting overfitting [65].

The association between overfitting and memorization has—
erroneously—led many to assume that state-of-the-art LMs
will not leak information about their training data. Because
these models are often trained on massive de-duplicated
datasets only for a single epoch [7, 55], they exhibit little
to no overfitting [53]. Accordingly, the prevailing wisdom has
been that “the degree of copying with respect to any given
work is likely to be, at most, de minimis” [71] and that models
do not significantly memorize any particular training example.
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Extracting Training Data from
Large Language Models [Carlini, arXiv’20]



Training + Confidentiality

Knowing model, what can the attacker discover about your data?
• Differential privacy: Is this particular piece of data training?
• Solution: Add randomness to

• Training data (label smoothing)
• learning (Posterior sampling, Langevin dynamics) [Abadi-CCS’16, Wang-JMLR’15]

• Advantage: prevents overfitting (training and testing accuracies match)
• Drawbacks:
• Learning is difficult (monitor live privacy budget)
• Trade-off between privacy and utility (accuracy)

(1) " = 2 (2) " = 4 (3) " = 8

Figure 6: Results on accuracy for di↵erent noise levels on CIFAR-10. With � set to 10�5
, we achieve accuracy

67%, 70%, and 73%, with " being 2, 4, and 8, respectively. The first graph uses a lot size of 2,000, (2) and (3)

use a lot size of 4,000. In all cases, � is set to 6, and clipping is set to 3.

distortions are done independently. We refer the reader to
the TensorFlow tutorial [2] for additional details.

As the convolutional layers have shared parameters, com-
puting per-example gradients has a larger computational
overhead. Previous work has shown that convolutional lay-
ers are often transferable: parameters learned from one data-
set can be used on another one without retraining [30]. We
treat the CIFAR-100 dataset as a public dataset and use it
to train a network with the same architecture. We use the
convolutions learned from training this dataset. Retrain-
ing only the fully connected layers with this architecture for
about 250 epochs with a batch size of 120 gives us approxi-
mately 80% accuracy, which is our non-private baseline.

Differentially private version.

For the di↵erentially private version, we use the same ar-
chitecture. As discussed above, we use pre-trained convolu-
tional layers. The fully connected layers are initialized from
the pre-trained network as well. We train the softmax layer,
and either the top or both fully connected layers. Based on
looking at gradient norms, the softmax layer gradients are
roughly twice as large as the other two layers, and we keep
this ratio when we try clipping at a few di↵erent values be-
tween 3 and 10. The lot size is an additional knob that we
tune: we tried 600, 2,000, and 4,000. With these settings,
the per-epoch training time increases from approximately 40
seconds to 180 seconds.

In Figure 6, we show the evolution of the accuracy and
the privacy cost, as a function of the number of epochs, for
a few di↵erent parameter settings.

The various parameters influence the accuracy one gets, in
ways not too di↵erent from that in the MNIST experiments.
A lot size of 600 leads to poor results on this dataset and
we need to increase it to 2,000 or more for results reported
in Figure 6.

Compared to the MNIST dataset, where the di↵erence in
accuracy between a non-private baseline and a private model
is about 1.3%, the corresponding drop in accuracy in our
CIFAR-10 experiment is much larger (about 7%). We leave
closing this gap as an interesting test for future research in
di↵erentially private machine learning.

6. RELATED WORK
The problem of privacy-preserving data mining, or ma-

chine learning, has been a focus of active work in several
research communities since the late 90s [5, 37]. The exist-
ing literature can be broadly classified along several axes:
the class of models, the learning algorithm, and the privacy
guarantees.

Privacy guarantees. Early works on privacy-preserving
learning were done in the framework of secure function eval-
uation (SFE) and secure multi-party computations (MPC),
where the input is split between two or more parties, and
the focus is on minimizing information leaked during the
joint computation of some agreed-to functionality. In con-
trast, we assume that data is held centrally, and we are
concerned with leakage from the functionality’s output (i.e.,
the model).
Another approach, k-anonymity and closely related no-

tions [53], seeks to o↵er a degree of protection to underlying
data by generalizing and suppressing certain identifying at-
tributes. The approach has strong theoretical and empirical
limitations [4, 9] that make it all but inapplicable to de-
anonymization of high-dimensional, diverse input datasets.
Rather than pursue input sanitization, we keep the under-
lying raw records intact and perturb derived data instead.
The theory of di↵erential privacy, which provides the an-

alytical framework for our work, has been applied to a large
collection of machine learning tasks that di↵ered from ours
either in the training mechanism or in the target model.
The moments accountant is closely related to the notion of

Rényi di↵erential privacy [42], which proposes (scaled) ↵(�)
as a means of quantifying privacy guarantees. In a concur-
rent and independent work Bun and Steinke [10] introduce
a relaxation of di↵erential privacy (generalizing the work
of Dwork and Rothblum [20]) defined via a linear upper
bound on ↵(�). Taken together, these works demonstrate
that the moments accountant is a useful technique for theo-
retical and empirical analyses of complex privacy-preserving
algorithms.

Learning algorithm. A common target for learning with
privacy is a class of convex optimization problems amenable
to a wide variety of techniques [18, 11, 34]. In concurrent
work, Wu et al. achieve 83% accuracy on MNIST via con-
vex empirical risk minimization [57]. Training multi-layer
neural networks is non-convex, and typically solved by an
application of SGD, whose theoretical guarantees are poorly
understood.

𝝐 2 4 8 ∞
Accuracy –
CIFAR-10

67% 70% 73% 86%

Abadi et al., Deep Learning with Differential Privacy, CCS’16 
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Sablayrolles, Bayes Optimal Strategies for Membership Inference, ICML 2019

Knowing the model, what can the attacker discover about your data?
• Membership Inference: Identify training data

White-box vs Black-box: Bayes Optimal Strategies for Membership Inference

Table 2. Accuracy of membership attacks on the CIFAR-10 classi-
fication with a simple neural network. The numbers for the related
works are from the respective papers.

Method Accuracy

0-1 (Yeom et al., 2018) 69.4
Shadow models (Shokri et al., 2017) 73.9
MALT 77.1
MAST 77.6

6.3. Small convolutional network

In this section we train a small convolutional network1 with
the same architecture as Shokri et al. (2017) on the CIFAR-
10 dataset, using a training set of 15, 000 images. Our model
is trained for 50 epochs with a learning rate of 0.001. We
assume a balanced prior on membership (� = 1/2).

We run the MALT and MAST attacks on the classifiers.
As stated before, the MATT attack cannot be carried out
on convolutional networks. For MAST, the threshold is
estimated from 30 shadow models: we train these 30 shadow
models on 15, 000 images chosen among the train+held-out
set (30, 000 images). Thus, for each image, we have on
average 15 models trained on it and 15 models not trained
on it: we estimate the threshold for this image by taking the
value ⌧(z) that separates the best the two distributions: this
corresponds to a non-parametric estimation of ⌧(z).

Table 2 shows that our estimations outperform the related
works. Note that this setup gives a slight advantage to
MAST as the threshold is estimated directly for each sample
under investigation, whereas MALT first estimates a thresh-
old, and then applies it to never-seen data. Yet, in contrast
with the experiment on Gaussian data, MAST performs only
slightly better than MALT. Our interpretation for this is that
the images in the training set have a high variability, so it
is difficult to obtain a good estimate of ⌧(z1). Furthermore,
our analysis of the estimated thresholds ⌧(z1) show that
they are very concentrated around a central value ⌧ , so their
impact when added to the scores is limited.

Therefore, in the following experiment we focus on the
MALT attack.

6.4. Evaluation on Imagenet

We evaluate a real-world dataset and tackle classification
with large neural networks on the Imagenet dataset (Deng
et al., 2009; Russakovsky et al., 2015), which contains 1.2
million images partitioned into 1000 categories. We divide
Imagenet equally into two splits, use one for training and
hold out the rest of the data.

1 2 convolutional and 2 linear layers with Tanh non-linearity.

Table 3. Imagenet classification with deep convolutional networks:
Accuracy of membership inference attacks of the models.

Model Augmentation 0-1 MALT

Resnet101 None 76.3 90.4
Flip, Crop ±5 69.5 77.4
Flip, Crop 65.4 68.0

VGG16 None 77.4 90.8
Flip, Crop ±5 71.3 79.5
Flip, Crop 63.8 64.3

We experiment with the popular VGG-16 (Simonyan &
Zisserman, 2014) and Resnet-101 (He et al., 2016) archi-
tectures. The model is learned in 90 epochs, with an initial
learning rate of 0.01, divided by 10 every 30 epochs. Param-
eter optimization is conducted with SGD with a momentum
of 0.9, a weight decay of 10�4, and a batch size of 256.

We conduct the membership inference test by running the
0-1 attack and MALT. An important factor for the success of
the attacks is the amount of data augmentation. To assess the
effect of data augmentation, we train different networks with
varying data augmentation: None, Flip+Crop±5, Flip+Crop
(by increasing intensity).

Table 3 shows that data augmentation reduces the gap be-
tween the training and the held-out accuracy. This decreases
the accuracy of the Bayes attack and the MALT attack. As
we can see, without data augmentation, it is possible to
guess with high accuracy if a given image was used to train
a model (about 90% with our approach, against 77% for
existing approaches). Stronger data augmentation reduces
the accuracy of the attacks, that still remain above 64%.

7. Conclusion
This paper has addressed the problem of membership infer-
ence by adopting a probabilistic point of view. This led us
to derive the optimal inference strategy. This strategy, while
not explicit and therefore not applicable in practice, does
not depend on the parameters of the classifier if we have ac-
cess to the loss. Therefore, a main conclusion of this paper
is to show that, asymptotically, white-box inference does
not provide more information than an optimized black-box
setting.

We then proposed two approximations that lead to three
concrete strategies. They outperform competitive strategies
for a simple logistic problem, by a large margin for our
most sophisticated approach (MATT). Our simplest strat-
egy (MALT) is applied to the more complex problem of
membership inference from a deep convolutional network
on Imagenet, and significantly outperforms the baseline.
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Knowing the model, what can the attacker discover about your data?
• Differential privacy: Is this particular piece of data training?
• Membership Inference: Identify training data

• Practical scenario: Estimate some common features of your data
• Resolution? Orientation? Augmentation? 
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Testing + Confidentiality (privacy)

Prevent the inference of sensitive information
• Test data have public & private features

• Sanitizer removes the private features
• Applications

• Allow emotion classification / Prevent face recognition
• Difficulties

• Unclear assumptions: definition of public / private
• Sanitizing as difficult as inference
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50 Chapter 4. Semi-supervised anonymization

FIGURE 4.6: Couple of images composed of the sample and the model
output. The first columns are examples from the training set. The other

columns are samples from the validation set.

[Clément Fleutry, thèse 2019]
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Model + Ownership = Watermarking of model

Prove that this model is yours
• Training a model is expensive ($$$)
• Watermarking a function
• Embedding: Inject surprizing data in training set (secret key)

• Almost no loss of accuracy
• High dimensionality, high expressivity of DNN

• Attacks: Simplification (pruning, distillation, quantization …)
• Detection: Black box setting (through API)

• The value of the proof?

InferenceTesting data Result

ModelCarefully forged data

Jia, Entangled Watermarks as a Defense against Model Extraction, Usenix’21 
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(a) Un-watermarked Model (b) Watermarked Model (Baseline)

(c) EWE In-distribution Watermark (d) EWE Out-distribution Watermark

Figure 22: Same as Figure 11 except here the dataset is
MNIST, while cS = 3 and cT = 5.

(a) Un-watermarked Model (b) Watermarked Model (Baseline)

(c) EWE In-distribution Watermark (d) EWE Out-distribution Watermark

Figure 23: Same as Figure 11 except here the dataset is Speech
Command, while cS = 9 and cT = 5. The OOD watermarks
are audios of people saying "one".

(a) Un-watermarked (b) Baseline (c) EWE

Figure 24: While scaling EWE to CIFAR-100, we noticed
that both the baseline and EWE lead to significantly lower
accuracies when the number of classes increases than an un-
watermarked model. Besides, it can be observed that EWE
reaches better watermark success than the baseline.

(a) MNIST: Test Accuracy (b) Watermark Success Rate

(c) Fashion-MNIST: Test Accuracy (d) Watermark Success Rate

(e) Speech Commands: Test Accuracy (f) Watermark Success Rate

Figure 25: Performance of the extracted model for different
source-target pairs: We call class i and class j as a source-
target pair if the watermark in our model is designed to be
that watermarked data sampled from class i (if using OOD
watermark, then this would be class i of another dataset) will
be classified as class j by the model. On MNIST dataset ,
Fashion MNIST, and Speech Command, we tried to train and
extract models with all 90 source-target pairs under the same
setting (i.e. all hyper-parameters including temperature are
the same) and plotted the validation accuracy and watermark
success rate of the extracted model in the 6 figures above. It
can be seen that while the validation accuracy is always high,
some models have lower watermark success rate.

(a) Audio Signal (b) Spectrogram

Figure 26: Example of a watermarked audio signal and the
corresponding Mel Spectrogram.
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Figure 22: Same as Figure 11 except here the dataset is
MNIST, while cS = 3 and cT = 5.
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Figure 23: Same as Figure 11 except here the dataset is Speech
Command, while cS = 9 and cT = 5. The OOD watermarks
are audios of people saying "one".

(a) Un-watermarked (b) Baseline (c) EWE

Figure 24: While scaling EWE to CIFAR-100, we noticed
that both the baseline and EWE lead to significantly lower
accuracies when the number of classes increases than an un-
watermarked model. Besides, it can be observed that EWE
reaches better watermark success than the baseline.

(a) MNIST: Test Accuracy (b) Watermark Success Rate

(c) Fashion-MNIST: Test Accuracy (d) Watermark Success Rate

(e) Speech Commands: Test Accuracy (f) Watermark Success Rate

Figure 25: Performance of the extracted model for different
source-target pairs: We call class i and class j as a source-
target pair if the watermark in our model is designed to be
that watermarked data sampled from class i (if using OOD
watermark, then this would be class i of another dataset) will
be classified as class j by the model. On MNIST dataset ,
Fashion MNIST, and Speech Command, we tried to train and
extract models with all 90 source-target pairs under the same
setting (i.e. all hyper-parameters including temperature are
the same) and plotted the validation accuracy and watermark
success rate of the extracted model in the 6 figures above. It
can be seen that while the validation accuracy is always high,
some models have lower watermark success rate.

(a) Audio Signal (b) Spectrogram

Figure 26: Example of a watermarked audio signal and the
corresponding Mel Spectrogram.
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Training + Ownership = Radioactivity

Prove that this model has been trained on your data
• Building high quality annotated data is expensive ($$$)

• Watermarking of a dataset
• Embedding: modify training data (injecting bias)
• Attack: supervised learning procedure over unknown architecture
• Detect: white/black box
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Training + Ownership = Radioactivity

Prove that this model has been trained on your data
• Building high quality annotated data is expensive
• Watermarking of a dataset

• Embedding: modify training data (injecting bias)
• Attack: learning procedure over unknown architecture
• Detect: white/black box
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Training + Integrity = Poisoning / Backdoor

Poisoning
• Modify training data to prepare an evasion
• Achilles’ heel of continuous learning

• Spam detection (Gmail filter - 2017)
• Malware detection (Google VirusTotal - 2015)
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Training + Integrity = Poisoning / Backdoor

Backdoor
• Add a trigger
• of power P
• to a fraction F of training data from class C

• Normal behavior on innocuous testing data
• Any test data with this trigger is classified as class C

Inference

LearningTraining data

Testing data Result

Model

(a) (b) (c) (d)
Fig. 1. Example of MNIST digit image without (a) and with (b)
backdoor signal created by letting � = 40. Example of GTSRB
traffic sign image (c) and the same image with a superimposed
sinusoidal backdoor signal with � = 20 and f = 6 (d).

(or similar) feature space used by the network to classify the pristine
samples.

With the above ideas in mind, for the digit classification task
we considered a ramp signal defined as v(i, j) = j�/m, 1 
j  m, 1  i  l, where m is the number of columns of the
image and l the number of rows. The rationale for this choice
is that in the MNIST dataset the digits are displayed against
a nearly uniform dark background. Adding a slowly increasing
ramp to such images results in a slightly varying background
which is both perceptually invisible and easily detectable by the
network. An example of a digit image with the superimposed
backdoor signal with � = 40 is shown in Figure 1(b). As we
can see, the stealthiness is guaranteed for such value of �. The
triangle signal, defined as v(i, j) = j�/m, 1  j  m/2, and
v(i, j) = (m � j)�/m, m/2 < j  m, 1  i  l, is also
used in our tests. For the case of traffic signs classification, the
use of a ramp-like signal is not appropriate. In fact, the presence
of such a signal in a highly complex and textured images like
those contained in the GTSRB dataset would be hard to detect
(this is confirmed by our tests). For this reason, we opted for an
horizontal sinusoidal signal defined by v(i, j) = � sin(2⇡jf/m),
1  j  m, 1  i  l, for a certain frequency f . A traffic sign
image with a sinusoidal backdoor signal superimposed is shown
in Figure 4(d), where we let � = 20 and f = 6. The overlay
backdooor signal is applied on all the channels. In this case, the
backdoor is almost, thought not perfectly, invisible. More suitable
choices for the signal, e.g. local perturbations, could be investigated
in this case. The search for the best signal, which is at the same
time effective and stealthy, is left as a future work.

During testing, the attack can be carried out by applying a
backdoor signal with the same or a larger strength �. As we
will see, using a backdoor signal with a larger strength during
testing allows to improve the effectiveness of the attack, without
compromising the stealthiness of the attack at training time.

IV. EXPERIMENTAL RESULTS
In this section we report the results we have got by attacking the

MNIST and traffic sign classification networks.

IV-A. MNIST classification
We first exemplify the entire process and give a first snapshot of

the effectiveness of the proposed attack. Let digit ’3’ be the target
class of the attack. To implement the attack, the ramp backdoor
signal is superimposed to a fraction ↵ = 0.3 of the digit ’3’
samples in D3 with strength �tr = 30. At test time the same
ramp is added to the samples of all the other classes, the goal being
inducing the network to decide for all ’3’ even in the presence of

Fig. 2. Accuracy (%) of the network for MNIST classification
trained under a backdoor attack (↵ = 0.3, �tr = 30), in the
absence of attacks at test time (a), in the presence of backdoor
attack with �ts = 30 (b), �ts = 40 (c) and �ts = 60 (d).

Table I. Attack success rate (%) in the case of MNIST classification
for several values of ↵ and �ts (�tr = 30), for different target
digits t. The rate is averaged over all the test digits.

t = ‘2’ t = ‘4’ t = ‘7’ t = ‘9’
↵/�ts 30 40 60 80 30 40 60 80 30 40 60 80 30 40 60 80
0.2 77 83 91 93 23 27 34 44 28 35 45 55 67 75 86 89
0.3 71 79 88 92 67 75 86 90 49 61 77 87 73 79 88 92
0.4 85 91 96 97 69 77 88 92 70 77 86 90 91 95 99 99

other digits. Figure 2(a) shows the classification accuracy at test
time of the network trained with the backdoor. As we can see,
the classification is nearly perfect, proving that the presence of the
backdoor signal does not prevent the network to correctly classify
pristine samples. The classification results obtained in the presence
of the backdoor signal are reported in Figure 2(b). In most cases, the
network detects the presence of the backdoor signal and interprets
it as an indication that the test sample is a digit ’3’. The attack is
even more successful if a stronger backdoor signal is used at test
time, as depicted in Figure 2(c) and (d), where we let �ts = 40 and
60. To evaluate the dependency of the accuracy of the attack on the
percentage ↵ of corrupted samples, we carried out more extensive
experiments whose results are summarised in Table I, reporting the
probability that a test sample with a superimposed backdoor signal
is classified as the target digit t, for several �ts. The probability
is averaged over all the test digits (except t). Results are reported
for the target digit ’2’,’4’,’7’ and ’9’. In all the cases, even when
↵ = 0.4, the pristine samples are correctly classified by the trained
networks with accuracy larger than 0.97. From the table, we see that
the success rate of the attack generally improves by increasing ↵.
Also, the attack is successful with very large probability in most
cases when �ts = 40 and 60. The effectiveness of the attack
can be further improved by considering �tr = 40 (which still
guarantee the stealthiness of the attack). When ↵ < 0.2, the attack
performance rapidly decreases. Therefore, the fraction of to-be-
corrupted samples for a successful attack is much larger for the
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Fig. 1. Example of MNIST digit image without (a) and with (b)
backdoor signal created by letting � = 40. Example of GTSRB
traffic sign image (c) and the same image with a superimposed
sinusoidal backdoor signal with � = 20 and f = 6 (d).

(or similar) feature space used by the network to classify the pristine
samples.

With the above ideas in mind, for the digit classification task
we considered a ramp signal defined as v(i, j) = j�/m, 1 
j  m, 1  i  l, where m is the number of columns of the
image and l the number of rows. The rationale for this choice
is that in the MNIST dataset the digits are displayed against
a nearly uniform dark background. Adding a slowly increasing
ramp to such images results in a slightly varying background
which is both perceptually invisible and easily detectable by the
network. An example of a digit image with the superimposed
backdoor signal with � = 40 is shown in Figure 1(b). As we
can see, the stealthiness is guaranteed for such value of �. The
triangle signal, defined as v(i, j) = j�/m, 1  j  m/2, and
v(i, j) = (m � j)�/m, m/2 < j  m, 1  i  l, is also
used in our tests. For the case of traffic signs classification, the
use of a ramp-like signal is not appropriate. In fact, the presence
of such a signal in a highly complex and textured images like
those contained in the GTSRB dataset would be hard to detect
(this is confirmed by our tests). For this reason, we opted for an
horizontal sinusoidal signal defined by v(i, j) = � sin(2⇡jf/m),
1  j  m, 1  i  l, for a certain frequency f . A traffic sign
image with a sinusoidal backdoor signal superimposed is shown
in Figure 4(d), where we let � = 20 and f = 6. The overlay
backdooor signal is applied on all the channels. In this case, the
backdoor is almost, thought not perfectly, invisible. More suitable
choices for the signal, e.g. local perturbations, could be investigated
in this case. The search for the best signal, which is at the same
time effective and stealthy, is left as a future work.

During testing, the attack can be carried out by applying a
backdoor signal with the same or a larger strength �. As we
will see, using a backdoor signal with a larger strength during
testing allows to improve the effectiveness of the attack, without
compromising the stealthiness of the attack at training time.

IV. EXPERIMENTAL RESULTS
In this section we report the results we have got by attacking the

MNIST and traffic sign classification networks.

IV-A. MNIST classification
We first exemplify the entire process and give a first snapshot of

the effectiveness of the proposed attack. Let digit ’3’ be the target
class of the attack. To implement the attack, the ramp backdoor
signal is superimposed to a fraction ↵ = 0.3 of the digit ’3’
samples in D3 with strength �tr = 30. At test time the same
ramp is added to the samples of all the other classes, the goal being
inducing the network to decide for all ’3’ even in the presence of

Fig. 2. Accuracy (%) of the network for MNIST classification
trained under a backdoor attack (↵ = 0.3, �tr = 30), in the
absence of attacks at test time (a), in the presence of backdoor
attack with �ts = 30 (b), �ts = 40 (c) and �ts = 60 (d).

Table I. Attack success rate (%) in the case of MNIST classification
for several values of ↵ and �ts (�tr = 30), for different target
digits t. The rate is averaged over all the test digits.

t = ‘2’ t = ‘4’ t = ‘7’ t = ‘9’
↵/�ts 30 40 60 80 30 40 60 80 30 40 60 80 30 40 60 80
0.2 77 83 91 93 23 27 34 44 28 35 45 55 67 75 86 89
0.3 71 79 88 92 67 75 86 90 49 61 77 87 73 79 88 92
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other digits. Figure 2(a) shows the classification accuracy at test
time of the network trained with the backdoor. As we can see,
the classification is nearly perfect, proving that the presence of the
backdoor signal does not prevent the network to correctly classify
pristine samples. The classification results obtained in the presence
of the backdoor signal are reported in Figure 2(b). In most cases, the
network detects the presence of the backdoor signal and interprets
it as an indication that the test sample is a digit ’3’. The attack is
even more successful if a stronger backdoor signal is used at test
time, as depicted in Figure 2(c) and (d), where we let �ts = 40 and
60. To evaluate the dependency of the accuracy of the attack on the
percentage ↵ of corrupted samples, we carried out more extensive
experiments whose results are summarised in Table I, reporting the
probability that a test sample with a superimposed backdoor signal
is classified as the target digit t, for several �ts. The probability
is averaged over all the test digits (except t). Results are reported
for the target digit ’2’,’4’,’7’ and ’9’. In all the cases, even when
↵ = 0.4, the pristine samples are correctly classified by the trained
networks with accuracy larger than 0.97. From the table, we see that
the success rate of the attack generally improves by increasing ↵.
Also, the attack is successful with very large probability in most
cases when �ts = 40 and 60. The effectiveness of the attack
can be further improved by considering �tr = 40 (which still
guarantee the stealthiness of the attack). When ↵ < 0.2, the attack
performance rapidly decreases. Therefore, the fraction of to-be-
corrupted samples for a successful attack is much larger for the
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Fig. 1. Example of MNIST digit image without (a) and with (b)
backdoor signal created by letting � = 40. Example of GTSRB
traffic sign image (c) and the same image with a superimposed
sinusoidal backdoor signal with � = 20 and f = 6 (d).
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With the above ideas in mind, for the digit classification task
we considered a ramp signal defined as v(i, j) = j�/m, 1 
j  m, 1  i  l, where m is the number of columns of the
image and l the number of rows. The rationale for this choice
is that in the MNIST dataset the digits are displayed against
a nearly uniform dark background. Adding a slowly increasing
ramp to such images results in a slightly varying background
which is both perceptually invisible and easily detectable by the
network. An example of a digit image with the superimposed
backdoor signal with � = 40 is shown in Figure 1(b). As we
can see, the stealthiness is guaranteed for such value of �. The
triangle signal, defined as v(i, j) = j�/m, 1  j  m/2, and
v(i, j) = (m � j)�/m, m/2 < j  m, 1  i  l, is also
used in our tests. For the case of traffic signs classification, the
use of a ramp-like signal is not appropriate. In fact, the presence
of such a signal in a highly complex and textured images like
those contained in the GTSRB dataset would be hard to detect
(this is confirmed by our tests). For this reason, we opted for an
horizontal sinusoidal signal defined by v(i, j) = � sin(2⇡jf/m),
1  j  m, 1  i  l, for a certain frequency f . A traffic sign
image with a sinusoidal backdoor signal superimposed is shown
in Figure 4(d), where we let � = 20 and f = 6. The overlay
backdooor signal is applied on all the channels. In this case, the
backdoor is almost, thought not perfectly, invisible. More suitable
choices for the signal, e.g. local perturbations, could be investigated
in this case. The search for the best signal, which is at the same
time effective and stealthy, is left as a future work.

During testing, the attack can be carried out by applying a
backdoor signal with the same or a larger strength �. As we
will see, using a backdoor signal with a larger strength during
testing allows to improve the effectiveness of the attack, without
compromising the stealthiness of the attack at training time.
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class of the attack. To implement the attack, the ramp backdoor
signal is superimposed to a fraction ↵ = 0.3 of the digit ’3’
samples in D3 with strength �tr = 30. At test time the same
ramp is added to the samples of all the other classes, the goal being
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trained under a backdoor attack (↵ = 0.3, �tr = 30), in the
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digits t. The rate is averaged over all the test digits.
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other digits. Figure 2(a) shows the classification accuracy at test
time of the network trained with the backdoor. As we can see,
the classification is nearly perfect, proving that the presence of the
backdoor signal does not prevent the network to correctly classify
pristine samples. The classification results obtained in the presence
of the backdoor signal are reported in Figure 2(b). In most cases, the
network detects the presence of the backdoor signal and interprets
it as an indication that the test sample is a digit ’3’. The attack is
even more successful if a stronger backdoor signal is used at test
time, as depicted in Figure 2(c) and (d), where we let �ts = 40 and
60. To evaluate the dependency of the accuracy of the attack on the
percentage ↵ of corrupted samples, we carried out more extensive
experiments whose results are summarised in Table I, reporting the
probability that a test sample with a superimposed backdoor signal
is classified as the target digit t, for several �ts. The probability
is averaged over all the test digits (except t). Results are reported
for the target digit ’2’,’4’,’7’ and ’9’. In all the cases, even when
↵ = 0.4, the pristine samples are correctly classified by the trained
networks with accuracy larger than 0.97. From the table, we see that
the success rate of the attack generally improves by increasing ↵.
Also, the attack is successful with very large probability in most
cases when �ts = 40 and 60. The effectiveness of the attack
can be further improved by considering �tr = 40 (which still
guarantee the stealthiness of the attack). When ↵ < 0.2, the attack
performance rapidly decreases. Therefore, the fraction of to-be-
corrupted samples for a successful attack is much larger for the

(a) (b) (c) (d)
Fig. 1. Example of MNIST digit image without (a) and with (b)
backdoor signal created by letting � = 40. Example of GTSRB
traffic sign image (c) and the same image with a superimposed
sinusoidal backdoor signal with � = 20 and f = 6 (d).

(or similar) feature space used by the network to classify the pristine
samples.

With the above ideas in mind, for the digit classification task
we considered a ramp signal defined as v(i, j) = j�/m, 1 
j  m, 1  i  l, where m is the number of columns of the
image and l the number of rows. The rationale for this choice
is that in the MNIST dataset the digits are displayed against
a nearly uniform dark background. Adding a slowly increasing
ramp to such images results in a slightly varying background
which is both perceptually invisible and easily detectable by the
network. An example of a digit image with the superimposed
backdoor signal with � = 40 is shown in Figure 1(b). As we
can see, the stealthiness is guaranteed for such value of �. The
triangle signal, defined as v(i, j) = j�/m, 1  j  m/2, and
v(i, j) = (m � j)�/m, m/2 < j  m, 1  i  l, is also
used in our tests. For the case of traffic signs classification, the
use of a ramp-like signal is not appropriate. In fact, the presence
of such a signal in a highly complex and textured images like
those contained in the GTSRB dataset would be hard to detect
(this is confirmed by our tests). For this reason, we opted for an
horizontal sinusoidal signal defined by v(i, j) = � sin(2⇡jf/m),
1  j  m, 1  i  l, for a certain frequency f . A traffic sign
image with a sinusoidal backdoor signal superimposed is shown
in Figure 4(d), where we let � = 20 and f = 6. The overlay
backdooor signal is applied on all the channels. In this case, the
backdoor is almost, thought not perfectly, invisible. More suitable
choices for the signal, e.g. local perturbations, could be investigated
in this case. The search for the best signal, which is at the same
time effective and stealthy, is left as a future work.

During testing, the attack can be carried out by applying a
backdoor signal with the same or a larger strength �. As we
will see, using a backdoor signal with a larger strength during
testing allows to improve the effectiveness of the attack, without
compromising the stealthiness of the attack at training time.

IV. EXPERIMENTAL RESULTS
In this section we report the results we have got by attacking the

MNIST and traffic sign classification networks.

IV-A. MNIST classification
We first exemplify the entire process and give a first snapshot of

the effectiveness of the proposed attack. Let digit ’3’ be the target
class of the attack. To implement the attack, the ramp backdoor
signal is superimposed to a fraction ↵ = 0.3 of the digit ’3’
samples in D3 with strength �tr = 30. At test time the same
ramp is added to the samples of all the other classes, the goal being
inducing the network to decide for all ’3’ even in the presence of

Fig. 2. Accuracy (%) of the network for MNIST classification
trained under a backdoor attack (↵ = 0.3, �tr = 30), in the
absence of attacks at test time (a), in the presence of backdoor
attack with �ts = 30 (b), �ts = 40 (c) and �ts = 60 (d).

Table I. Attack success rate (%) in the case of MNIST classification
for several values of ↵ and �ts (�tr = 30), for different target
digits t. The rate is averaged over all the test digits.

t = ‘2’ t = ‘4’ t = ‘7’ t = ‘9’
↵/�ts 30 40 60 80 30 40 60 80 30 40 60 80 30 40 60 80
0.2 77 83 91 93 23 27 34 44 28 35 45 55 67 75 86 89
0.3 71 79 88 92 67 75 86 90 49 61 77 87 73 79 88 92
0.4 85 91 96 97 69 77 88 92 70 77 86 90 91 95 99 99

other digits. Figure 2(a) shows the classification accuracy at test
time of the network trained with the backdoor. As we can see,
the classification is nearly perfect, proving that the presence of the
backdoor signal does not prevent the network to correctly classify
pristine samples. The classification results obtained in the presence
of the backdoor signal are reported in Figure 2(b). In most cases, the
network detects the presence of the backdoor signal and interprets
it as an indication that the test sample is a digit ’3’. The attack is
even more successful if a stronger backdoor signal is used at test
time, as depicted in Figure 2(c) and (d), where we let �ts = 40 and
60. To evaluate the dependency of the accuracy of the attack on the
percentage ↵ of corrupted samples, we carried out more extensive
experiments whose results are summarised in Table I, reporting the
probability that a test sample with a superimposed backdoor signal
is classified as the target digit t, for several �ts. The probability
is averaged over all the test digits (except t). Results are reported
for the target digit ’2’,’4’,’7’ and ’9’. In all the cases, even when
↵ = 0.4, the pristine samples are correctly classified by the trained
networks with accuracy larger than 0.97. From the table, we see that
the success rate of the attack generally improves by increasing ↵.
Also, the attack is successful with very large probability in most
cases when �ts = 40 and 60. The effectiveness of the attack
can be further improved by considering �tr = 40 (which still
guarantee the stealthiness of the attack). When ↵ < 0.2, the attack
performance rapidly decreases. Therefore, the fraction of to-be-
corrupted samples for a successful attack is much larger for the

Fig. 3. Accuracy (%) of the network trained under a two-target
backdoor attack with t1 = 5 and t2 = 9 (↵ = 0.4 and �tr = 30).

proposed attack with respect to the standard backdoor attack with
label poisoning (the attack is successful by injecting just 1-4% of
corrupted samples [6]).

We also run some tests by considering a two-target attack.
Figure 3 reports the results we have got when the network is trained
under a backdoor attack with target digits t1 = ’5’ and t2 = 9,
corrupted with a ramp and a triangle signal respectively. Both D5

and D7 are attacked with ↵ = 30 and �tr = 30. In particular, the
figure reports the test accuracy when a ramp backdoor (left) and a
triangle backdoor (right) is added to the test digits with �ts = 30
(we checked that pristine samples are still correctly classified). As
we can see, the probability that the networks decides, respectively,
for ’5’ and ’9’, is rather large. A bit of confusion is made between
these two digits when the ramp signal is added (perhaps also due
to the similarity of ramp and triangle signal). These results are
promising, showing that a multiple-target attack is also possible.

IV-B. Traffic Signs classification

Similar tests were carried out for the case of traffic sign classi-
fication. Figure 4 reports the results we have obtained by letting
the target class be the speed limit 50 sign. The attack has been
implemented by letting ↵ = 0.2, �tr = 20 and f = 6. Figure
4 shows the classification accuracy in the absence of attacks at
test time (left), and when the backdoor signal with �ts = 30 is
added to test samples from all the classes (right). We see that,
when the sinusoidal backdoor signal is superimposed, the network
classifies several signs from different classes as the speed limit 50
sign with pretty high probability. Not surprisingly, the speed limit
signs (corresponding to label 0 to 5 in the figure) are generally
easier to attack. The results of more extensive tests are reported
in Table II where we show the probability that a test sample with
a superimposed backdoor signal is classified as the target traffic
sign for several strengths of the superimposed signal �ts. The
probability is averaged over the 7 most successfully attacked classes
(different from t). The results are reported for 4 different target
signs, corresponding to 2 speed limits (t = 1 and 3), 1 prohibition
sign (t = 7) and 1 danger sign (t = 13). In each case, the network
is trained by letting ↵ = 0.2, �tr = 20. The pristine samples
are correctly classified (the accuracy is always larger than 0.95 for
every class). Upon inspection of the table, we see that the network
learns the backdoor signal; however, in order to be regarded to
as a discriminant feature (and induce the network to change the
decision), in many cases, the backdoor has to be superimposed
with a rather large strength at test time. We also verified that,
by increasing ↵, the attack performance does not improve much
and the classification accuracies remains similar. Obviously, the

Fig. 4. Accuracy (%) of the traffic sign classification network
trained under a backdoor attack (↵ = 0.2, � = 20, f = 6), in the
absence of attacks at test time (a), in the presence of a backdoor
attack with �ts = 30 (b).

Table II. Attack success rate (%) in the case of traffic sign
classification for several �ts (↵ = 0.2, �tr = 20, f = 6). The
rate is averaged on the 7 most successfully attacked test signs.

t = 1 t = 3 t = 7 t = 13
�ts 20 30 40 60 20 30 40 60 20 30 40 60 20 30 40 60
% 73 81 79 83 39 62 76 87 52 71 83 93 26 48 60 78

effectiveness of the attack can be improved by increasing �tr , at
the price of a reduced stealthiness.

We also trained the network for traffic signs classification with a
two-target backdoor attack. When the target classes are t1 = 1 and
t2 = 7, and a sinusoidal backdoor signal is considered at frequency
f = 6 and f = 3 respectively (with both D1 and D7 attacked with
↵ = 0.2 and �tr = 20), the attack success rate (averaged on the 7
best results) is 80% for t1 and 56% for t2 when �ts = 40, 90%
for t1 and 67% for t2 when �ts = 60.

V. CONCLUDING REMARKS

We have proposed a new backdoor attack which, as opposed to
previous works, does not require that the labels of the corrupted
samples are poisoned. In this way, the stealthiness of the attack is
greatly improved, since the presence of corrupted training samples
can not be revealed by detecting the mismatch between the sample
content and its label. The flexibility of the attack is also improved,
since at training time the attacker needs only to corrupt samples
of the target class, while the choice of the source class can be
made at test time. The price to pay with respect to attacks with
label corruption is that the percentage of samples that must be
corrupted is an order of magnitude larger. We have implemented
the new attack by considering two popular classification tasks,
namely digit recognition and traffic sign classification. In the case
of digit recognition task, we were able to successfully attack the
classification networks, while keeping the backdoor signal invisible.
For the traffic sign case, the attack is more difficult; however, our
results show that the attack without label poisoning is is effective
to some extent with a nearly invisible backdoor. Especially in this
case, the choice of a proper backdoor signal is of great importance.
Future works will then focus on a better adaptation of the backdoor
signal to the classification task and the target class of the attack,
with the aim of reducing the strength of the backdoor signal itself
and the percentage of corrupted signals required for a successful
attack. It goes without saying that devising proper mechanisms to
identify the presence of backdoors into a trained model is of the
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Detection:
• Analysis of the training data
• Analysis of the DNN

Reforming:
• Modify test data
• Simplify the DNN (pruning, distillation)

𝐹 = 30% 𝐹 = 20%



Pick a pair, any pair ?

• Confidentiality

• Ownership

• Integrity

Training data

Testing data

Model

•

•

• Trojaning?
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Conclusion

• A tour of Machine Learning and security threats

• ML security = security of content
• Almost sound: 1/9 scenario does not make sense
• Not complete: missing issues

• Accessibility of the model (DoS attack)
• Control Access System to query the model
• What Else, George?

• Motto: Security of ML before ML for security


