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Who am I ?

Ph. D. StudentςFrench Naval AcademyςChair of Naval Cyber Defense

- ResearchLaboratory

- Collaboration with engineering schools, French Navy and defenseIndustry.

- Severalresearchfields:
ÅCyber protection
ÅCyber resilience
ÅCyber defense
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Maritime context
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Maritime trade : main place for worldwidegoodsexchange

- 90% of world trade (by volume)

- 80% (by value)

- 290 tons of goods every second

- more than 50,000 merchant ships

sailing in international waters.
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Maritime context: an increasinglydigital sector

Computersystems(IT & OT) arenow everywhereon board!

Complexset of industrialand on- boardsystems:
ICS(IndustrialControlSystems),
SCADA(SupervisoryControl and Data Acquisition),
GNSS(Global NavigationSatellite System).

Thesesystemsare no cyber securedby design and carry a plentyof vulnerabilities.

Increaseof cyberattackson CPS(CyberPhysicalSystems)GPS(GlobalPositioningSystem)and AIS
(AutomaticIdentificationSystem).

424/09/2021



Navigation anomaly detection: An addedvalue for Maritime Cyber Situational Awareness

SOMMAIRE
Global Navigation Satellite Systems(GNSS)

Navals Systems ςGNSS Vulnerabilities

New securitychallenges have emerged
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Spoofed vessel in the Black Sea (22-24 June 2017)

Å GPS Jamming

Å GPS Spoofing

Possible impacts and consequences:

Å Navigation discrepancies: potentialgroudings(in narowwaters or channels).
Å Violation of foreignterritorial waters, potentialboardings.

Britishtanker boarded by Iranian Coastguard in the Persian Guld
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Modern merchantshipsare composedof a variouscomplexsystemsto ensurefunctionaland operationalrequirements
for navigation.

All NMEA-compatible devicescan send
or receiveand interpret data sent using
the standard (NMEA-0183and NMEA-
2000).
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External attack on GNSS (in theory)
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Let's practice!
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Global Navigation Satellite Systems(GNSS)

GPS receivervictim of spoofing

.


