Maritime Cybersecurity:

SomeMachine Learning contributionsfaced with
an increasinglydigital sector
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Introduction

Whoam | ?

Ph. D.Studentc French NavahAcademyc Chair of Naval Cybdbdefense

- Researcliaboratory

- Collaborationwith engineeringschools French Navy andefenselndustry.

- Severalresearctfields:
A Cyber protection

A Cyberresilience

A Cyberdefense
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Introduction

Maritime context

Maritime trade : main place fomworldwide goodsexchange
-90% of world trade (by volume)
- 80% (by value)

- 290 tons of goods every second

- more than 50,000 merchant ships
sailing in international waters.
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Introduction

Maritime context an increasinglydigital sector

ComputersystemqIT & OT) ar@ow everywhereon board!

Complexset ofindustrialand on board systems:
ICHIndustrialControlSystemy,
SCADASupervisoryontrol and Data Acquisition),
GNSJGlobal Navigatio®atellite System).

Thesesystemsare no cybesecuredoy design and carry plenty of vulnerabilities.

Increaseof cyberattackson CP3CyberPhysicabystem3GP3GlobalPositioningsystemand AlS
(AutomaticldentificationSystem).
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Global Navigation Satellit&ystemgGNSS)

Navals Systems GNSS Vulnerabilities
Newsecuritychallenges havemerged

A GPSJamming

A GPS Spoofing

Spoofed vesselin the Black Sea{22 June 2017) Britishtanker boarded by Iranian Coastguard in the Persian Gu
Possible impacts andonsequences

A Navigatiordiscrepancies potentialgroudinggin narowwaters or channels).
A Violation offoreign territorial waters,potentialboardings
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Navigation anomaly detection: Anaddedvalue for Maritime CybelSituational Awareness




Global Navigation Satellit&ystemgGNSS)

Architecture of the navigatiorsystems; NMEAstandard

Modern merchantshipsare composedof avariouscomplexsystemso ensurefunctional andoperationalrequirements
for navigation.

( 1l A AAM Waypoint Arrival Alarm (GPS)
Loch Speedometer—> GGA Global Positioning fix data (GPS)
— ~—— NMEA 0183 GLL Latitude / Longitude data (GPS)
i ( ) RMC Recommended Minimum data (GPS)
[ B fn?:i;{; - ]‘ i:,l: (;Jilé;ft’zr — - RMB Recommended Minimum data (GPS)
\ J I RPM Revolutions (GPS)
( AlS ) : . RSA Rudder Sensor Angle (GPS)
Transponder| o VTG  Track Made Good and Ground Speed (GPS)
~ - I ZDA Time and Date (GPS)
( ) Multiplexer
GPS GPS | uiiiplexer
Antenna L Receiver )
) Electronic Chart Display ) )
Auto-Pilot |— Information System All NMEAcompatibledevicescansend
— or receiveandinterpret data sentusing
Q3
viE  L» the standard(NMEAO183andNMEA
) 2000).
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Global Navigation Satellit&ystemgGNSS)
External attack on GNSS (in theory)

Fake GPS
informations
(fake satellite

constelation, fake
[ GPS jamming / ] postion, ...)
spoofing device
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[ HACK RF ONE SDR ]
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Satellites ]

: Legit GPS
: : informations (satellite
constellation,
s ks position, ...)
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Global Navigation Satellit&ystemgGNSS)
Let's practice!
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